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WELCOME

| M HERETO TEACH, BUT ALSO TO LEARN FROM Y0U.

THTS WORKSHOP TS CERTAINLY NOT COVERING ALL PERSPECTIVES O EXPERTENCE (YETT)
THE SLTDES ARE PUBLTC AND WILL BE TMPROVED WHENEVER NEEDED.
REACH MEAT @ANGEALBERTINT OR B ANGE@CORKAMI COM
WITH REMARKS, ONE-LINERS, SUGGESTIONS..

Changelog:



FOR A FAIR SELECTION
EVERYBODY HAS TO TAKE
THE SAME EXAM: PLEASE

CLIMB THAT TREE

NO GATEKEEPING,
NO DOGMA,
NO CULT

Everybody is a genius.
But if you judge a fish by its ability to climb a tree,
it will live its whole [ife believing that it is stupid. not Albert Einstein
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WHAT'S A HASH FUNCTION MDY, SHAL. ,W

RETURNS FROM ANY CONTENT A BIG FIXED-STZE VALUE, ALWAYS DIFFERENT.
L — d41d8cd98£00b204e9800998ecf8427e
a — 0ccl75b9c0f1b6a831c399e269772661
b - 92ebbffeebae2fec3ad’/lc/777531578¢%
A - 7fcb50270e7a70fa81ab5935b72eacbe29

LMPOSSIBLE TO GUESS A CONTENT FROM ITS HASH VALUE.

? « d41d8cd98f00b204e9800998ect8427F
? « d41d3cd98f00b204e9800998ect842/7d



LFTWO CONTENTS RAVE THE SAME HASH,

THEY ARE (ASSUMED TO BE) IDENTICAL (LF THE HASH 1 SECURE)
HASHES ARE USED:

- T0 CHECK PASSWORD' (COMPUTE TNPUT HASH, COMPARE WITH STORED VALUE)
quﬁd@d&d-—d&notm@mw - ab9250af3300a8050100a607498a930ft7

p4ssword — 2a9d119df47£f£993b662a8ef36£9ea20
Downloading VLC 3.0.6 for Windows
- T0 VALIDATE CONTENT INTEGRITY | o,

- T0 TNDEX FILES (EX: YOUR PICTURES TN THE CLOUD)



CUNLESS THERE TS A HASH COLLISTON:
TWO DIFFERENT CONTENTS WLTH TRE SAME RASR RESULT.

$ python

[...]

>>> crypt.crypt("5dUD&66", salt="br")

"broken0z4KxMc '

>>> crypt.crypt("0!>"',%$%$", salt="br")

"broken0z4KxMc'

>>> crypt.crypt("0!>',%$", "br") == crypt.crypt("5dUD&66", "br")
True

>>>

THIS EXAMPLE USES THE CRYPTLY) HASH.



WHAT'S THE EXTENT OF A HASH COLLISTON]

LT'S IMPOSSIBLE TO GENERATE A FILE WITH PREDETERMINED HASH
WITH MDY Ok SHAL

WE CAN ONLY GENERATE TWO (OR MORE) DIFFERENT FILES
THAT HAVE THE SAME RASH.

WITH SOME FLLE TYPES, WE CAN INSTANTLY GENERATE FLLES
THAT RENDER THE SAME WAY (VTA SOME TRICKS).



RESULTS - 1/

INSTANT MDY COLLTSTONS, WITH NO RECOMPUTATION
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£ collision1.mp4 - VLC media player -
Media Playback Audio Video Subtitle Tools View Help
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#SOME LIMITATIONS
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JUST NEW COLLISTONS?

INSTANT, REUSABLE AND GENERTC COLLISTONS:
TAKE ANY PATR OF FILES, RUN SCRIPT, GET COLLIDING FILES.

P

CXTREME CASE: THE COLLIDING PDES ARE LUU% STANDARD.
o
[

[ROM A PARSER PERSPECTIVE,
THE CONTENTS ARE UNMODIFIED: ONLY THE FILES” STRUCTURES ARE.



~ — same file

| ]
| Eo B o ) HTML |
I O 1 9 e s JavaScript 2 |
| X |
\___ Y —— —/
PE
generates R e |
e_lfanew |,
e © 34 align
o»:’;jisz :»L * oC rand
‘:i/z—;”%
X
AN MDS5 PILEUP

TAKING COLLISTONS TO EXTREMES:

INSTANT & GENERIC NG/MPE COLLTSTON

\X89PNG. .. 3 2 O By A 1 “%PDF-1.3
T Tl el At f ol J8 ue “%ABCD
AR T T | :
. . 10 obj
3 << /Length 2 @ R >>
stream
................................................. =
34 align 34 align { 34 align C
oC rand oC rand oC rand L
N9'blocks  /\ 9 blocks
collision
34 align
oc rand
9 blocks
collision

e T P .

J PE Header p
Sections table =
Sections

S [Appended data]

¢t /cecc cc k
PNG data .

endstream
endobj

2 0 obj
<length>
endobj

PDF content
XREF
PDF Trailer




DON T BE FOOLED: SHORTCUTS ARE NECESSARY

INSTANT & GENERLC COLLISTONS RELY ON ATTACKS AND FILE FORMATS TRICKS.

SOME FORMATS HAVE NO SUTTABLE TRICKS.
-) NO GENERTC COLLISTONS FOR tLF, MACH-0, ILP, TAR, CLASS

TH TRHK WILL BE RE-USABLE WITH FUTURE COLLISTON ATTACKS:
ME JPEG TRICK WAS RE-USED WITH 3 HASK COLLTSTONS (MD, MALSHAL, SHAL)






GOALS OF THIS WORKSHO?

Wiy, 4/

- UNDERSTAND HASH COLLISIONS ATTA(KS
AND TREIR EXPLOLTS

- (REATE YOUR OWN EXPLOTTS



Maybe you ve heard of...

THE SHATTERED ATTACK

A computation of the attack documented in Stevens13
using a JPG in a PDF exploit

MWHAT THIS SLIDE DECKTS ABOUT

7

{



USES OF HASHES

- (HECK TF CONTENT HAS CHANGED: v DO NOTHING X REFRESH FILE [TF NEWER ]
- PROVIDE RANDOMIZATION: v/ USERTD X CRYPTO KEY

- MATCH A FILETO A FILE/SET (WHITE/BLACKLISTING, INDEXING)
X TETRESET TS USER-CONTROLLED



USE CASES
A SYSTEM USES MD' TO INDER/CHECK INTEGRITY. IS TT SAFE!

LOLLIDE A NORMAL™ FILE WITH A MALLCTOUS ONE.
fOU CAN EVEN DO IT ON THE FLY!

10 GET INSTANT COLLISTONS, A FEW KOURS OF RESEARCH AND A FEW HOURS OF COMPUTATION

[ USUALLT ENOUGH. FRENDERTNG-WISE, NOT STRUCTURE-WITSE



HAVING TROUBLES TO CONVINCE!

LET FILES DO THE TALKING.

THREATS! THEORY...
EXP _OITS PO [S? REA LIT\{ ’ THEORETICAL ATTACKS TO PUT TN PRACTICE

;f £

‘ B ) %}* g & e :,EZ:;: »
IMMEDTATE THREAT e ,@,




MD COLLISTONS: A GOOD EXERCISE

HACKING A FILE FORMAT == READING + MANTPULATING + ABUSING PARSERS
CRAFTING A RE-USABLE COLLISTON REQUIRES ALL THESE SKILLS, AND LEAVES AN UNDENTABLE PROOF

A RE-USABLE MDY COLLISTON 15 A GOOD & IMPACTFUL EXERCTSE:

LF THE COLLISTON TS INSTANT, THE FILES WORK AND HAVE THE SAME MD),
LTSETS TN STONE YOUR KNOWLEDGE OF THAT FILE FORMAT,
AND Y0U HAVE A PROOF (OF CONCEPT).
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ATTACKS

“uneH ruNeTIONS

1‘;, DON TBESCARED ...
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{OU DON'T NEED TO UNDERSTAND

(R

10 OR MAT

BEHONEST, LDON'T EIT

LL, UNTCOLL, HASHCLASH, SHATTERED - YES,

...

ST USE ERTSTING ATTACKS:

{ER)

§, THAT'S ALL
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" EXPE[;?N T RAVETO Bt
[N FILE FORMATS




HEAD R

{OU JUST NEED TO KNOW
THELR OVERALL STRUCTURE

[LESS COMPLEK THAN SOME LEGOD MODELS)




FIELDS VALUES

SIGNATURE stemewre 12 0
g \r\n \xl1a \n

size ©x0000000D

checksy,

last
DEFLATE| "

id
height
HEADER =
color
compression
filter
interlace
®© 1 2 3 456 7 8 9 ABCODEF CRC32
00: 89 .P .N .G 0D OA 1A OA|00 00 00 ©D .I .H .D .R 7 e
10: 00 00 60 03 00 00 00 01 08 02 00 00 00 94 82 83 .- i
20: E3 00 00 00 15 .I .D .A .T 08 1D 91 OA 00 F5 FF ZLJB-hindow siza
30: 00 FF 00 00 00 FF 00 00 00 FF OE FB 02 FE E9 32
40: 61 E5/00 00 00 00 .1 .E .N .D AE 42 60 82 s D AT A i
) level /

OXFFF5
oxoo NONE

FF 00 00 00 FF
OXOEFBO2FE
OxE93261E5

0x00000000

size
CRC32 OxAE426082

\ THI
100 MUCH!




00:
10:
20:
30:
40:

e 1 2 3 45 6 7 8 9 A B CD E F

89 P <N G \r''\n *Z \n|00 00 00 oD .I .H .D .R
00 00 00 03 00 00 00 01 08 02 00 00 00 94 82 83

E3:00 00 00 15 .I .D .A .T 08 1D 01 OA 00 F5 FF
00 FF 00 00 00 FF 00 00 00 FF OE FB 02 FE E9 32

Chunk
LLLLTTTTD*CCCC

Length >u 4
Type c4
Data (ypeiaaey D Length

PNG STRUCTURE CRC32 Su 4

Signature
\x89\r\n"Z\n

FIELDS VALUES

SIGHATURE signature \x89 PNG
) A\P\N. A2 \n

size 0x0000000D
HEADER :
CRC32 0x948283E3

0x00000015
IDAT
OXE93261E5

0x00000000
IEND
OXAE426082

{OU ONLY NEED TO UNDERSTAND THE HIGH LEVEL STRUCTURE (NOT THE wHoLE THING)



000: |89 .P .N .G \r \n "Z \nIOO 00 00 OD .I .H .D .R

010: 00 00 00 03 00 00O OO 01 08 02 00 00 00 94 82 83
020: E3j00 00 OO0 15 .1 .D .A .7 08 1D 01 OA 00 F5 FF
030: 00 FF 00 OO0 OO0 FF 00 00 00 FF OE FB 02 FE E9 32

040: |61 E5“OO 00 00 00 .I .E .N .D AE 42 60 82|

l

AND WE'LL TGNORE MOST CONTENTS, SO WE'LL JUST THINK IN BLOCKS.



10 BE HONEST

FPLOTTING RASR COLLITONS
rEey A BLTLIKE.






[OU JUST NEED TO KNOW
THE RULES OF EACH BLOCK!






0 —
1@ 35 250
2 .. o R R ®
3 " qq ot EE:
4 8% 2
o . 100 %{%
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g it
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%M@ao

453°35®

f0U KNOW HEXADECIMAL!

& 0
| @
C o 2
:II o'. 3
M ae 4
Lo 5
Bt o6
e 7
H &2 3
Ho#oog
Ho#e
qos oM
Coa o1
IR
= 14
F- 15
g% 16
{1 Ele 17

(IATA I xi@xiQ =

@%%‘” 1X’l6 x16 =

(WA 75
a0=FF+

=255+1=256

EEEE 000

\\—L/\}/_/
Ixigdl Exid B
3Xex16  14x16 8
3x256 224
768

JEB=768+224+3
=1000




N
Q
A\

& 0-1-2-3-4-5-6 -7 -8-9-A-B-C-D-E -F

2- %l "H#$%& " () * = . =
3- 0123456789 : ;<=>?}
4- @ABCDEFGH I JKLMNO 2
5- PQRSTUVWXYZ[\]A_ s
6
7

"abcdefghijklmno e
-pgrstuvwxyz{ |}~ 7
9-1-2-34-5-6-7-8-9-A-B-C-D-E -F

[0U KNOW ASCLL!

A STANDARD ENCODING: FBA33-456-788

S m v # S %& " s
CHARACTERS <=2 VALUES () * 4+, - . 701«

5-23456789 : : s
WA N 6- <=>?727@ AB CDE &
A" (-)Ox41 - 65 72 FGHI JKLMNO »
nm . - PQRSTUVWXY =
Z<>@X5A ?0 9_Z[\]/\_‘abc9_
non i o-de fghijk | mae
a (-)0x61- 77 11—nopgr;{uvw11-

12- Xy z { } o~ 12-

(A
=
N
w
A —
Ul
1
)]
1
N
(0]
O



f0U KNOW ENDIANNESS!

>
BIG DIGLTS FIRST

/,____5

( o1 23 ) — 0x0123 = 291

~N—— -

FORMATS

<
Uﬂ[[ DIGLTS FIRST

_ -

~N—— -

MEMORY ADDRESSES

) — 0x2301 = 8961



Start in the
top-left Cornerw +1

000: 89 .P .N .G \r \n ~Z \n 00 00 00 @D .I .H .D .R
+Ox10 | 910: ©0 00 00 03 00 00 00 01 08 02 00 00 00 94 82 83
020: E3 00 00 00 15 .I .D .A .T 08 1D 01 ©OA 00 F5 FF
030: 00 FF 00 00 00 FF 00 00 00 FF OE FB 02 FE E9 32
Yy 040: 61 E5 00 00 00 00 .I .E .N .D AE 42 60 82

-

RATTAT
UKTETA
HEXFTEND

f0U KNOW HEXADECIMAL VIEWERS! I

HIEW...



WHAT ARE HASH COLLISTONS TN PRACTICE!

A COMPUTATION THAT GENERATES
TWO DISTINCT CONTENTS WITH THE SAME HASH.
WE CAN SET THE START OF THESE CONTENTS - WE'LL SEE WHY,

A HASH COLLISTON GENERATES A LOT OF RANDOMNESS!
=) THE FINAL HASH TS NOT KNOWN TN ADVANCE.






1 HA H[ HIN TA EDDOWNOADOUMAND (OMPL

OR
DOWNLOAD RELEASE BINARIES

hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh

CUDATS NOT REQUIRED

) A FILE FORMAT MANTPULATION ENVIRONMENT

HEKEDTTOR, ASSEMBLY, SCRIPTING. .

WHATEVER ROCKS YOUR BOAT AND YOU'RE FAMTLIAR WITH. EEF
) A(O YO EORKAMI/(O [DIONS READ\V

https://github.com/corkami/collisions

EREQUISITES



OUR-FIRST
COLLISION




THE FIRST BLOCK TN OUR GAME:
AN TDENTICAL PREFIX COLLISION - FASTCOLL



$ fastcoll -p empty
MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

Using output filenames: 'msgl.bin' and 'msg2.bin'’
Using prefixfile: 'empty'
Using initial value: 0123456789abcdeffedcba9876543210

Generating first block: .
Generating second block: W
Running time: 0.343 s

$

FROM NOTHING, GENERATE J FILES WITH THE SAME MD).




Tul+—°71£a Iz »C&

el - 110 B0 OF ol BYTES

=zlEpnz= |H| aR>|[a8

ﬂ R - T0TALLY RANDOM
N - | FE1 TINY DIFFERENCE

—|—Au¥1e | PC )’~|—| 1b

UUR FIRST HASH COLLISTON

(f0UR COMPUTATION WILL BE DIFFERENT)




$ fastcoll -p empty
MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

Using output filenames: 'msgl.bin' and 'msg2.bin'’
Using prefixfile: 'empty'
Using initial value: 0123456789abcdeffedcba9876543210

Generating first block:
Generating second block:
Running time:

$

TRY AGATN TN THE SAME CONDITIONS -) DIFFERENT COMPUTATION TIME.



OUR SECOND COLLIDING PATR

- I-”—pﬂ-l/a'!! -N =

g~ ¢k

L Hox ¢ 0—g e» [E] - L
=<pa , 2], oleacp

oEV 4+ 2|f$f1]:]ﬁ—U*
h 1—1V90G3CaM +>
+ppdsatt-n =gtE] ¢
20i7 fe*£s»vi£ EI
B (Jmd{ UD

o> [ES-L

|

|

|

COMPLETELY DTFFERENT
STILL RANDOM-LOOKING
> LET'S TGNORE THE ASCLL!

DIFFERENCES AT THE SAME OFFSETS
(THAT'S HOW TT WORKS)



e et OL L i

. 1 ', - g \ + o~
8 A Iy |
. " o \: & B]:G
N - " ..
) 3
. 3
> 2 - 'f.
— 5

(OM?UTED RANDOM 55 8

e EGIURRIG
D FINAL HASH T NOT KNONN N ADVAN

G \,




AND THESE DIFFERENCES ARE ALWAYS AT TRE SAME OFFSETS

CHOSEN SPECTFLCALLY BECAUSE OF WEAKNESSES TN THE HASK FUNCTTON .

THE LAST ONES ARE SOMETIMES MISSING!
FOR MORE DETALLS, (HECK https://www.youtube.com/watch?v=iKE7DJd-PwU




$ fastcoll -p
MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

Using output filenames: 'msgl.bin' and 'msg2.bin'’
Using prefixfile: 'prefix'
Using initial value:

Generating first block:
Generating second block: S10
Running time: 2.653 s

$ $ cat

Here is a file with a few bytes

$

NOW LET'S ADD AN INPUT - QUR PREFLX.




- PADDED TO b4 BYTES

- (OLLISTON BLOCKS APPENDED

- DIFFERENCES AT THE SAME
RELATIVE OFFSETS

SIMILAR BLOCKS - ADDED AFTER PADDING TO b} BYTES —




ADDED TO bk BYTES! o

MD, SHAT WORK BY PROCESSING b4 BYTES BLOCK, FROM START TO END.
- ASKH COLLISTONS ALWAYS WORK WITR SUCH ALIGNMENT.
- APPENDING THE SAME THING
T0 TWO FTLES WITH THE SAME HASH
WILL GIVE FLLES WITH THE SAME RASH.




< W

.f
o

S A
t

i e .
.y .t .e .s

BA 7A 3D 3A EA 8A AA F8

: EO D2 64 21 E2 38 E1 94

: 2F 3A 32 4F 50 46 01 F1

W]:TH THIS : B5 7C 29 D9 C5 66 08 31
* : 8E DF F2 85 17 5B DD 67

59 F2 C8 8B C3 00 6F 8B
48 91 5E 34 06 DO 3A 8B

W CAN PUT whATEvER e wanT RGN oo R 1o cowston. [ 3A C9 AL E7 48 Fo 24 D2

WE NEED THE FOLLOWENG FROM THE TARGET FLLE FORMAT: R -
A PADDING {ORAHGNMH\HS : CE 84 07 61 4B BA 7A 3D 3A EA 8A AA F8 EE
CoLLrston BLOCKs NRMNDORAINESSY v E:05 T0 35 ToN0RED [ S S D

P NEEDS TO BE TAKEN INTO ACCOUNT : 23 EE EF BF 92 B5 7C 29 D9 C5 66 88 31 5E

2F 5A 9C 5C 12 8E DF F2 85 17 5B DD 67 25
F2 BF 56 64 59 F2 C8 8B C3 00 6F 8B 5F

© APP[NDED DATA NHDS TO BEHJNORED éé 3D 80 E4 9F 48 91 5E 34 06 DO 3A 8B 83

ED 18 67 OF C8 3A C9 Al E7 48 F6 AA D2 5C




@___/

®

| |

Certificate

Hash collision
Computed your first FastColl

TTTTTTTTTT




RECAP T




HASH COLLISTON BLOCKS

B

- START AND END ALTGNED TO b BYTES
\VIA PADDING IF NEEDED)

- TOTALLY RANDOM

- TINY DIFFERENCES AT FIXED OFFSETS

!

THESE PROPERTLES ARE COMMON TO ALL THE ATTACKS ON MD' 0B SHAL



AN IDENTICAL PREFTX HASK COLLISION

- TAKES A SINGLE INPUT
- PREFTCAND SUFFTEWILL 8E IDENTICAL:
-) FILES ALMOST IDENTICAL
-) EIPLOTTATION DEPENDS ONLY ON
(OLLISTON DIFFERENCES P\QEF\ J

sUFF X

THESE PROPERTIES ARE COMMON TO FASTCOLL, UNTCOLL AND SHATTERED



WO BLOCKS
FEW SECONDS
[
oM

A
oo | &
P

T
A
[N THE MIDDLE

(AWAY FROM START Of END)

-) HARD TO EXPLOTT!
THE FASTEST BUT
MOST LIMITING,




WHAT MAKES EXPLOTTING FASTCOLL SO DIFFICULT!

LVERY COLLISTON DIFFERENCES 1S SURROUNDED BY RANDOM DATA
LT'S HARD TO DECLARE A STRUCTURE AND TS LENGTH IN A SINGLE BYTE
SUCH AS A VARTABLE-LENGTH COMMENT THAT WE NEED FOR 1PC EXPLOTTATION.

(UNLESS YOU JUST RUN SOME CODE TO CHECK THE DTFFERENCE)

ADDING SOME BRUTEFORCING IN THE COMPUTATION TS AN APPROACH,
BUT TS A BIT SLOW.



BRUTEFORCING 1S A SOLUTION

LXTRA CONSTRAINT CAN BE ADDED MANUALLY

INSIDE FASTCOLL SOURCE.

CEPOCORCTRO 101

https://github.com/cr-marcstevens/hashclash/blob/master/src/md5fastcoll/block0.cpp#l 101

https://github.com/angea/pocorgtfo#0x14

THANKFULLY THERE TS UNTCOLL

99

100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131

// change q17 until conditions are met on gi8,
unsigned counter = 9;
while (counter < (1 << 7))

{

const uint32 q16 = Q[Qoff + 16];
uint32 g17 = ((xrng64() & Ox3ffd7ff7) | (qi6
++counter;

uint32 q18 = GG(ql7, q16, Q[Qoff + 15]) + tt

ql8 = RL(q18, 9); ql8 += ql7;

if (0x00020000 != ((gql8"ql7)&0x20020000))
continue;

uint32 q19 = GG(q18, q17, q16) + tt19;

ql9 = RL(q19, 14); ql19 += ql8;

if (0x80000000 != (ql9 & ©x80020000))
continue;

uint32 q20 = GG(q19, q18, ql7) + tt20;

g20 = RL(q20, 20); 20 += q19;

if (0x00040000 != ((q20"ql9) & ©x80040000))
continue;

block[1] = q17-q16; block[1] = RR(block[1],
uint32 g2 = block[1] + ttl; g2 = RL(q2, 12);
block[5] = tt5 - q2;

Q[Qoff + 2] = q2;

Q[Qoff + 17] = q17;
Q[Qoff + 18] = q18;
Q[Qoff + 19] = q19;

Q[Qoff + 20] = qg20;
MD5_REVERSE_STEP(2, ©x242070db, 17);



INSTANT COMPUTATION
DOESN'T GIVE ANY
[INSTANT ERPLOTTATLON.

-) INSTANT COLLISTON RELLES ON PRE-COMPUTED PREFLX



THE GENERAL STRUCTURE OF FLLE FORMATS
MIBADERY: /7 THE START OF THE FLLE

[T DEFINES THE FILE TYPE, VERSTONS, AND METADATA

I CONIES AFTER. MADE OF SEVERAL SUB-ELEMENTS,

FOOTER FOLLOWS THE BODY.
INDICATES THAT TRE FLLE TS COMPLETE.
ANY DATATS USUALLY TGNORED AFTER.




THE "COMMENT" BLOCK

MOST FORMAT ACCEPT A COMMENT BLOCK OF SOME KIND.

[T USUALLY CAN CONTAIN ANYTHING - NOT JUST TEXT,
=) PERFECT TO SKIP COLLISTON BLOCKS OR EXTRA DATA
THEY CAN BE TNSERTED SEVERAL TIMES - THEY'RE JUST ENTIRELY SKTPPED.
-) PERFECT FOR PADDING, COLLISTON BLOCKS AND EXTRA DATA

THEY ARE USUALLY LENGTH-DEFINED:

=) GIVE THEM A VARTABLE LENGTH VIA COLLISTON BLOCKS DIFFERENCES.




THESE FILES ARE EQUIVALENT
[FROM A PARSER PERSPECTIVE).

SAME CONTENT, DLFFERENT STRUCTURE




TAKE TWO FLLES..

(OF THE SAME FLLE TYPE)




CREATE ASUPER FILE
(OMBINING BOTH FLLES DATA

BOTH FILES" BODY AND FOOTER ARE KEPT ORTGINAL
THEHEADER HAS TO BE A COMMON GROUND.




FIND A WAY
10 MAKE THE COLLISTON
WORK WLTR TRE FLLE FORMAT.







NOW LETS LOOK AT
YUMETHING EDE.



Poetry..?



Now we hash md35,
no enemy cares!

Only we gave
the shards.

A crypt#o poem

https://github.com/Jurph/word-decrementer




Now we hath md3,
no enemy dares!
Only we have

the shares.

[HANG TH 10™ LETTER OF EACH SENTENCE WLTH THE NEXT ONE.

(LEADING SPACES ARE TOLER

TiD)



QUR SECOND BLOCK - ANOTHER IDENTLCAL PREFTX COLLISTON: UNTCOLL



$ cat
Here is my prefix!!\n

$

$ ./poc_no.sh

MD5 differential path toolbox
Copyright (C) 2009 Marc Stevens
http://homepages.cwi.nl/~stevens/

delta m[2] = [!8!]
In-block prefix words: 5

Parsed path:

Q-3:]01100111 01000101 00100011 00001 |

[...]

Found collision!
2b3663b299b72c6b40d13ccdb6Cc995a7d collisionl.bin
2b3663b299b72c6b40d13ccd6Cc9095a7d collision2.bin
[...]

$

https://github.com/cr-marcstevens/hashclash/releases
N IT (RI PT 0 N A PRH:]:X https://github.com/cr-marcstevens/hashclash/blob/master/scripts/poc_no.sh



00: H .e .r e . i .s . .m.y. .p .r .e.f .i
10: .x .01 .1 \n 85 33 77 E3 4E 2D B4 F7 33 52 CD 17
20: 63 FO 24 11 8E 42 EE oD eD 73 1D 18 FA BA 3F 2D
30: 53 C6 C3 9E 17 Fo6 86 5F 44 EB 71 C4 24 FB 67 10

40: 53 75 43 D7 3B 33 9A FE E7 B8 ED BD AE A8 07 B9
50: F4 49 FA 94 34 01 54 DB BE 87 3C 39 AF CD Al 82
60: C4 EA 3A F8 9B 7C BA D3 AC AF 3D 47 Al 03 oD 34
70: TF FF 0C 58 92 BC 2B 8A A4 31 53 EE 2F 9B C1 F2

: H.e .r.e. .i.s. m.z. .p.r.e.f.i

. ! . \n 85 33 77 E3 4E 2D B4 F7 33 52 CD 17
: 63 FO 24 11 8E 42 EE oD eD 73 1D 18 FA BA 3F 2D
: 53 C6 C3 9E 17 F6 86 5F 44 EB 71 C4 24 FB 67 10
: 53 75 43 D7 3B 33 9A FE E7 B7 ED BD AE A8 07 B9
: F4 49 FA 94 34 01 54 DB BE 87 3C 39 AF CD Al 82
: C4 EA 3A F8 9B 7C BA D3 AC AF 3D 47 Al 03 0D 34

: T7F FF 0C 58 92 BC 2B 8A A4 31 53 EE 2F 9B C1 F2

QUTPUT OF A UNTCOLL COMPUTATION

CHARACTERISTICS:
- TWO BLOCKS
- A FEW MINS TO COMPUTE

IMPORTANT DIFFERENCE WITH FASTCOLL

- PREFTXAS PART OF THE COLLISTON BLOCKS!!
- DIFFERENCES:

LUTH CHAR OF PREFTY +- |
LOTH CHAR OF IND BLOCK -- 1



UNICOLL TS AN TPC WITH DIFFERENCES
TRATYOU CAN EASILY PREDICT
ATRUE UNICORN OF A COLLISION



RULES OF UNTCOLL BLOCK PREFTX

- LENGTH MULTIPLE OF 4
- FIRST BLOCK STARTING AT LAST CHUNK OF b% BYTES,

- THE LONGER THE PREFIXIN TRE BLOCK, THE LONGER TRE COMPUTATION
- MAXIMUM PREFTE IN COLLISTON BLOCKS:

yl gp1c

JEBYTES - 9 MINUTES o ngh: o

]
F und ¢

bd8 d 35ae83fe8e1bdceb9c2 collisionl.bin
97bd824dc4a35ae83fe8elbdceb9c2 collision2.bin




SOMETIMES, UNTCOLL JUST... FATLI TUST RETRY THEN'

[...]

[ ] 65536 4
262144 9 126153 8
370611 16 131072 8
524288 19 Block 1: ./data/colll 2664753446

ed 3f f0 88 4c 9a fe 58 f7 68 48 1f 22 28 22 62

20 27 15 9e 1b da cf d4 df b7 7d e3 b4 al 6¢c 33 60 70 80 9
26 2a 58 3e 50 ca c9 3f 84 37 52 65 37 b6 ac fb [----]----|----]
9a 9 93 73 49 f9 df b7 48 84 29 c8 cb db 68 dc  Pr¥¥iikkkkokokokodokk
Block 2: ./data/coll2_ 2664753446 0, totcond=10485
ed 3f f0 88 4c 9a fe 58 f7 69 48 1f 22 28 22 62

20 27 15 9e 1b da cf d4 df b7 7d e3 b4 al 6c 33

26 2a 58 3e 50 ca c9 3f 84 37 52 65 37 b6 ac fb

9a f9 93 73 49 f9 df b7 48 84 29 c8 cb db 68 dc

Found collision!

Block 1: ./data/colll 4205915269

53 75 43 d7 3b 33 9a fe e7 b7 ed bd ae a8 07 b9
f4 49 fa 94 34 01 54 db be 87 3c 39 af cd al 82
c4 ea 3a f8 9b 7c ba d3 ac af 3d 47 al 03 od 34
7f £f 0c 58 92 bc 2b 8a a4 31 53 ee 2f 9b c1 2
Block 2: ./data/coll2 4205915269

53 75 43 d7 3b 33 9a fe e7 b8 ed bd ae a8 07 b9
f4 49 fa 94 34 01 54 db be 87 3c 39 af cd al 82
c4 ea 3a f8 9b 7c ba d3 ac af 3d 47 al 03 od 34
7f £f 0c 58 92 bc 2b 8a a4 31 53 ee 2f 9b c1 2
Found collision!
2b3663b299b72c6b40d13ccd6c905a7d collisionl.bin
2b3663b299b72c6b40d13ccd6c905a7d collision2.bin

DAD ENDINGS

fta/bestpath.bin.;
cat: 'data/colll_*": No such file or directory
‘data/coll2_*': No such file or directory




TWO BLOCKS
UNI[O A FEW MINUTES

P INPREFD
TGHTLY SLOWER,
JTEASY TO EXPLOTT.




=1 PADDING, FOR ALTGNMENTS

AN \{OUR OIT (OLLISTON BLOCKS" RANDOMNESS NEEDS TO BE TGNORED

I DIFFERENCES NEED TO BE TAKEN TNTO ACCOUNT

o

PLORE FORMAT FOR FEATURES YOU NEFD. | @2 APPENDED DATA NEEDS TO BE TGNORED
PLORE ATTACKS: FASTCOLL, UNTCOLL [TREE], HASHCLASH

AN YOUR STRUCTURE (PEN &
A
A
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T MOCKUP FILES. GOOD TO VALIDATE COMPATIBILITY, CRCS...
(OLLISTON BLOCKS TO SIMULATE COLLIDING FLLES.

TRACT PREFIXES FROM MOCKUPS.

UN COMPUTATIONS.
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PLAN YOUR GENERTC EXPLOTT

IPLORE FORMAT LANDSCAPE, TOOLS AND DPTIONS.

SOME MINOR TOOL OPTION MIGHT BE A PERFECT FIT.
L mutool merge W/ A DUMMY PDF TS PERFECT FOR HACKING

UNDERSTAND COMPATIBILITY IN DEPTH.



WHAT MAKES EXPLOTTING UNTCOLL SO EASY!

THE FIRST DLFFERENCE TS SURROUNDED BY CHOSEN TEXT:
N0 RESTRI[HONS T0 DECLARE A LENGTH BEFORE OR AFTER A TYPE
THE DIFFERENCE TS +1, WHICH MAKES TT TRIVIALTO PLAN THE IMPACT.
L.t ONE (HUNKWI 3 EXACTLY @% 1.0 LONGER THAN THE OTHER,
WRICH 15 BIGGER TRAN THE COLLISTON BLOCK

BUT DOESN'T GROW UNCONTROLLABLY. IO 61 52 3E € 61 D2 3E

Unilol: ee 75 .D .A .T .A &
o1 75 .D .A .T .A




IPLOTTING QUR FIRST
1Ak COLLION ATTACK




LAYOUT OF A GENERIC FILE FORMAT EXPLOTTATION

L A FIXED-LENGTH COMMENT FOR PADDING.

J. AVARTABLE LENGTH COMMENT AT THE START OF COLLISTON BLOCKS.

3. USING COLLISTON BLOCKS TO GROW THIS COMMENT QVER A FIRST FILE'S DATA,
FOLLOWED BY A SECOND'S FLLE DATA.

Comment

Comment
O— Signature —@addm CoII|S|on ChunkA ChunkB




CASE A (SHORT COMMENT)

O— Signature —@adding) \




MAKING IT GENERIC!

0F{Chunk, } s UNKNOWN TN ADVANCE
=) ONE EXTRA COMMENT TO JUMP OVER TRESE CHUNKS
WITH ITS DECLARATLON SWITCHED ON/OFF BY THE VARTABLE

Comment

variable fixed length
length (to jump over A)

Lt COMMENT

S Zmn
o[ |- G (o :
Padding A T _



A CHAIN OF THREE COMMENTS

SHORT COLLT

SION (OMM Comment

Comment

O_

Signature

Paddmg

LONG (OLL

variable
length

SION [OMM NT Comment

O_

Signature

fixed length
(to jump over A)

Paddmg

variable
length

fixed length
(to jump over A)



_[ POKTA N TWORK (]RA HH ORMAT /,pi:en'd3i:/PPIEl5—(JEN']H

/pin/

<
O—  SIGNATURE i{ CHUNK )LO

THE MOST REGULAR FORMAT:
ASTGNATURE TREN A SEQUENCE OF CRUNKS.




THE PNG FORMAT AT CHUNK LEVEL

- 16 ENDIAN LENGTH, ON 4 BYTES.
- ATYPE, ON 4 CRARACTERS.

CRITICAL CHUNKS: THDR/PLTE/IDAT/IEND
LOWERCASE STARTING TYPES == TGNORED.

yd
- CRCS ARE USUALLY T6NORED Signature ok
O— \x89\r\n"Z\n LEEETTITR*CCCE

Length >u 4
Type c 4
Data ypeiqasy P LeNgth
CRC32 >u 4




UVERVIEW OF AN ACTUAL PNG FILE

00:
10:
20:
30:
40:

@ 1 2 3 45 6 7 8 9 A B CD E F

89 .P .N .G \r \n ~Z \n|0@ 00 60 @D .I .H .D .R
2 06 99 92 90 00 90 01 P8 92 90 90 60 e 01

E3:00 00 00 15 .I .D .A .T 08 1D 01 OA 00 F5 FF
00 FF 00 00 00 FF 00 00 00 FF OE FB 02 FE E9 32

FIELDS VALUES
. \x89 PNG
t
SIGHATURE S \r\n ~Z \n
size 0x0000000D
HEADER :
CRC32 0x948283E3
size 0x00000015
DATA &, &
CRC32 OxE93261E5
size 9x00000000
END B E
CRC32 OxAE426082




import struct
import binascii

_MAGIC = "\x89 \x0d\x0a\xla\x0a
_crc32 = lambda d:(binascii.crc32(d) % ©x100000000)
def parse(f): def make(chunks):
assert f.read(8) == _MAGIC s = [_MAGIC]
chunks = [] for t, d in chunks:
while (True): s += |
1, = struct.unpack( , f.read(4)) struct.pack( , len(d)),
t = f.read(4) t,
d = f.read(1) d,
assert _crc32(t + d) == struct.unpack( , f.read(4))[9] struct.pack( , _crc32(t + d))
chunks += [[t, d]] ]
if t == : return .join(s)
return chunks
raise(BaseException( ))

TRIVIALTO PARSE OR MANTPULATE AT CHUNK LEVEL



2022 22 272 22 77 22 22 27
2027 22 22 22 22 22 22 27
20?22 22 27 27 727 22 22 27
27 22 27 22 7 2 7 2 7
L S Y S o S Y S N S Y S Y
O A N S S B N X B A
L O S Y S o S Y S A S Y S Y
27
2027 22 22 22 22 22 22 27
L O S Y S o S Y S N S Y S Y

3 DUMMY CHUNKS: ALTGNMENT, COLLISTON AND JUMP OVER (THE FIRST IMAGE) DATA



(f

h

\n AZ \n

ALLGNMENT CHUNK

ttps://github.com/corkami/collisions/blob/master/scripts/pnqg.

33-61
6C-6C
21-21
6C-6F
6D-41
11-AE
F3-EA
ES=ES
Ce-9E
F6-E5
2D-01
F6-53
87-6A
3D-3D
20-20
45-20
20-20
6C-20
20-20
73-69
20-20
20-20
65-6E
20-20
74-69
20-20
20-20
3D-3D
eD-49

EPNG)e~® 3aNGE
MD5 is *really*L
dead now !!!111!

collision blocks
here => OumARC!
FGiE,LOUPIy== |1
V26S§] na2if«<OnE
e o154 oi\7
;\Ti¢0305C oo - e
' e=@Ti4)? VioTi%
APbs¢5e0s] 1-oom}
U5 i8¢ +SoUn
RealHash M¢juMP

PNG IMAGE
with
identical
-prefix
MD5 collision

by
Marc Stevens

and
Ange Albertini




D 10 EXPLORE BY YOURSELF

@ Kaitai Web IDE Xy +

@ Kaitai Web IDE Xy +

& C {} @& httpsy/ide kaitai.io/# H

& C {} @& httpsy/ide kaitai.io/# g Incognito (2) e

df46efic-1.png ob,

i-magic = (137, 80, 78, 71, 13, 10, 26, 10]

ihdrien = [0, 0, 0, 13] o 1
-~ihdrType = [73, 72, 68, 82] o5
-ihdr [ThdrChunk] —
~ihdrCrc = [136, 207, 265, 142]

magic = (137, 89, 78, 71, 13, 10, 26, 10]
ihdrLen = [0, 0, 0, 13] 7
-ihdrType = [73, 72, 68, 82] T
ihdr [IhdrChunk] ——
ihdrcre = [136, 207, 205, 142]

4-chunks 4-chunks
0 [Chunk] 0 [Chunk]
~len = 0x1A -len = Ox1A
type = aNGE type = aNGE
i-body = [58, 77, 68, 53, 32, 73, 83, 82, ...] body 158, 77,'68;:53, 32, 73, 83, 82, .::]
t-crc = [82, 79, 76, 76] crc = [82, 79, 70, 76]
1 [Chunk] 1 [Chunk]
-len = 0x75 len = 0x175
i-type = mARC type = mARC
i-body = [33, 91, 16, 69, 216, 116, 60, 69, ...] body = [33, 91, 16, 69, 216, 116, 60, 69, ...]
tcrc = [72, 97, 115, 104] crc = [222, 173, 190, 239]
2 [Chunk] 2 [Chunk]
len = 0xC19 len = 0x24
i-type = jUMP type = PLTE

body [PlteChunk]

i-body = [47, 61, 61, 61, 61, 61, 61, 61, ...]
crc = [166, 240, 120, 78]

i.crc = [94, 175, 6, 13]

3 [Chunk] 3 [Chunk]
len = 0x2DF len = 0xAD9
i-type = PLTE type = IDAT
i-body [PlteChunk] body = [120, 218, 236, 210, 269, 9, 90, 1, ...]
icrc = [19, 168, 95, 33] crc = [11, 110, 179, 186]
4 [Chunk] 4 [Chunk]
i-len = 0x13D1 len = 0x0
i~type = IDAT -type = IEND
body = [120, 218, 236, 216, 3, 182, 92, 81, ...] body = []

t.crc = [181, 227, 117, 168] -crc = [174, 66, 96, 130]
[Chunk]
i-len = 0x0
i~type = IEND

body = []

crc = [174, 66, 96, 130]

PEN KATTAL IDE WITH THE LIGRTWEIGHT POC

https://ide.kaitai.io/ + https://qithub.com/corkami/collisions/blob/master/examples/free/README.md

o




KATTAT TRTCKS STMPLIFLED PG GRAMMAR

t

file-extension: png
dian:

q

ONLY THE HTGH LEVEL STRUCTURE TS USEFUL: .
=) SIMPLER GRAMMAR CAN BE BETTER. -

LO0SER LOGLC CAN BE REQUIRED: A
- THDR CHUNK NOT TN THE FIRST SLOT. Y e,

LCYDRTOU CAN DIRECTLY EDIT THE GRAMMAR IN THEIDEL :b‘i



ANOW THE FORMAT LANDSCAPE

ALLPNG VIEWERS SEEM T0 TGNORE CRCS.
MOTPNCVI 5701

-) GENERTC COL HSIONS FOR ANY PNG PATR
0 X (SAFART, PREVIEW) ENFORCE AN IHDR CHUNK FIRST:

ERATE STARTING W/ A DUMMY CHUNK.

-) DIMEN SIONSAND(OLORSPA(EAR IN'THE CUMMON PREFLH

STUDY THE LANDSCAPE HELPS TO UNDERSTAND THE SCOPE OF YOUR EXPLOTT,

# Standard PNG image.

\x89PNG\x0d\x0a\x1a\x0a\x00\x00\x00\XODIHDR PNG image data




Certificate

Collision exploit
Reucable PNG via (Jni/Coll

TTTTTTTTTT







BACK TO EXPLOTTING
FASTLOLL...

S JUST A MATTER OF GETTING A FORMAT
10 COMPLY WITH TRE SINGLE BYTE DIFFERENCES.




THE GRAPHICS INTERCHANGE FORMAT 537

- FASTCOLL BASED EXPLOTT: INSTANT COMPUTATION
- SAME DIMENSTONS AND PALETTES, SINGLE FRAME.
- FIRST IMAGE DISPLAYED FOR 10 MINUTES (EACH IMAGE IS A DIFFERENT FRAME)




UVERVIEW OF THE GRA HICS INTERCHANGE FORMAT

.........................................

....................................

- PUNCTUATION DHIMUEDI R
HEADER i o
- A FRAME CAN BE MADE OF SEVERAL IMAGES B weemn
LOCAL SCREEN ' ar ) true
00: f T 12 : : 592732 ; «;Z \: e'}e};:e:a: DESCRIPTOR lonstce T e 20
- HEADER CONTAINS f1 TE & DIMENSIONS.. R e aN FITEE

| DESCRIPTOR £ ic”
\ block dat 010 001 000 100

- (OMMENTS (ANONYBE ATERINTHHME,IN FATENSTONS (R
-) N0 GENERLC COLLISTONS FOR ALL GIFS

TRALER e =




MORE DETATLS

- A HEADER, WITH DIMENSIONS AND OPTIONAL GLOBAL PALETTE
- SEQUENCE OF OPTIONAL EXTENSIONS AND TMAGE DATA
- (COMMENTS ARE EXTENSTONS.

- IMAGEDATA AND BXTENSLON Ut The samt SUBBLOCKSSTRUGTURE

- GLOBAL (FTLE-WISE) AND LOCAL (TMAGE-WISE) PALETTES CAN BETOD BIG.



STRUCTURE LENGTHS

_________________________________________

| . B |

[-
gos&omg EXAMPLES OF EXTENSTON: 10 BYTES IMAGE-WIDE PALETTE
- GRAPHICAL CONTROL (OPTTONAL)
DEFINES DELAY BETWEEN FRAMES 3-168 BYTES
- LOMMENT
- APPLICATION

Fixed size

DEFINES LOOPING




(It [SUBBIOERE stvcvte Loy @

SPECTFICSTRUCTURE FOR COMMENTS AND IMAGE DATA TN GLF:
CUTTIN CHUNKS OF 25 BYTES MAY, STARTING WITH THEIR LENGTH, UNTIL @O

LIAMPLES OF J EQUIVALENT COMMENTS:

7 .c .o .m .m .e .n .t
00

91 .c 94 .0 .m .m .e 62 .n .t
00




CLF [SUBBLOCKS 1M PACT

Length

Data

- CANT JUMP OVER ANYTHING LONGER THAN 253 BYTES,

-) VERY RESTRICTIVE

+ TURNS ANY NON-NULL BYTE INTO A FORWARD JUMP:

600D FOR FASTCOLL




LI DATA SLED

SUBBLOCKS ARE COMMON TO TMAGE DATA AND EXTENSIONS (LIKE COMMENTS):
- ) EITEND COMMENT TO TMAGE DATA (TURN PTXELS INTO COMMENT)
RELTABLE W/ MINOR OVERHEAD.

~ ) comment+Collision ——(, - pesc H img;pata |—

o —




GfxCtrl

—@— Comment+-C—o—IIfs—i(;r; :—@—

by
UL Copyy
f0

o —

AGEs

LONG (OMMENT

&

GfxCtrl

c Comment+Collision

SHORT COMMENT

&

GfxCtrl

—@— Comment+Collision —@—

Desc Img,Data —O— Desc Img,Data
Img,;Data o Desc Img,Data
Desc Img,Data ——@— Desc Img,Data

0 /W/VW[J Detgy




GIF COMMENT MANTPULATION VIA TASTCOLL

0330:
0340:
0350:
0360:
0370:
0380:
0390:
03A0:
03B0O:

7B
ES8
B5
CC
71
3D
A8
12

07
DA
DB
FB
82
66
34
54

80
58
FF
ED
1F
C5
B5
43

42-FF
ac-35
C6-80
70-DS
FA-AC
RE-D3
2D-96
53-AD

65
CF
OF
21
77
97
46
8A

N
ib\Q§Q§ Wa$7E5
PO st
.« «e «+. «.~..|21 FE| 7B
4E-1F 99 AO E8-4D BC 59 EB
78-53 1E 79 D1-28 34 DA
46-EF F1
TD-0A
12-DD
2B-6E
DE-AS
BA-19 83




ulk
PECIAL CUNK STRUCTURE -) STNGLE BYTE - “JUMP”

)
SAME STRUCTURE USED FOR DATA -) CAN USE TT T0 JUMP OVER TMAGE A
JUST PUT A DELAY FOR TMAGE A TO DISPLAY LONG ENOUGH.

5c827c0eba9cfaa647clad89vea777c60 *collisionl.gif

AFT RIU MINUT 5cé27c0ébaécfaa647cla48ébéa77c60 *collision:.éif
THE IMAGES ARE IDENTICAL.




LOMMON HEADERS!

HEADERS INCLUDE PALETTE, DIMENSTONS:
-) St L TMAGES OF SAME DIMENSTONS
=) NORMALLZE PALETTE

SHORTCUT: MERGE THEM AS J FRAMES OF THE SAME ANTMATION,
WITH A COMMENT, NO LOOPING, AND MAXIMUM DELAY



LI EASTCOLL EXPLOTT

- COMBINE / FRAMES IN A SINGLE ANIMATION WITH A COMMENT.
- EITEND COMMENT TO ALTGN T0 b4 BYTES
WITH A TUMP TO @x 7B (LAST DIFFERENCE TN THE COLLISTON BLOCKS)

—[OM PUTE FASTCOLL
- APPEND IMAGES SUFFLX
—AD]U T COMMENTS T0:

FINTSH BEFORE FIRST IMAGE: . 1 F9

SLIDEINTO FIRST IMAGE DATA- @8 EE <high entropy>



O00002F0:
00EOO300:
00000B310:
00000320:
00000330 :
O00BO340:
00000350
0O0OO360:
000BO3T70:
0O00OO380:
00000390 :
OOOBO3A0:
000003BO:
0OEOO3CO:
000003D0:
OOOOO3ED:
OOOOO3FO:
00000400
00000410:
00000420
00000430 :
clolololcREloR
OOO0O450:
00000460
O000B4TO:
00000480 :
00000490 :
OOOOOYAD:

000004BO:
ANAAALCA .

'/
0000000000060000
0000000000000000
000000000000000(
rTrof tn]’.fﬂ yLaane
F&C£ Fli+ E<eq/M[
U IpéTr1ka ] -Rate
%0902 JLT Fpayyki
b A Q Xu'l'al"ﬂ UH"
KU k) HBpe+ , u|IMiEY
1°l1-4. 53¢ ozl
>Leefbsmmk]lo -+ =

[
rere Qi vcll

ANE 0400 Fse\ 1D # +~8m




ALIGNMEN

00000300 :
00000310

COMMENT DECLARATION

[header palette ending
[comment for alignment

COLLISION
BLOCKS

@000@33@:
00000340
00000350:

000003B0O:

[collision block with its last difference.....
at relative offset of 7B. ... it

000003COo:
000003D0:
0000O3EQD:
00000420

000004A0:
000004B0:

\

................ 14 00 FO 04 00 FF FF FF 00

2C 00 00 00 00 F4 Ol\ﬁé_gliﬂliﬁﬂFE 90 59 09 BC

H https://github.com/corkami/collisions/blob/master/scripts/qif.py




Certificate

Collision exploit
Instant GIF collicion via Fast(Coll

I Ange Albertini
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WO BLOCKS
FEW SECONDS
N THE MIDDLE

FastColl (AWAY FROM START OR END)

T
A
[

—
=
=
—
=
{ c—
—

UniColl

THETWO IDENTICAL PREFIX COLLISTONS AGAINST MD)



LS LIMITATIONS

OME FORMATS HAVE HARDCODED OFFSETS, OR DON'T TOLERATE EARLY COMMENTS
AME PREFTX - SAME FILE TYPE

AME HEADER -7 SAME METADATA

NFORCED CRECKSUMS PREVENT VALIDITY.

ONLY THE LENGTH OF A CURRENT STRUCTURE LEVEL CAN BE MANTPULATED.

Y o O




THE ULTIMATE ATTACK

CHOSEN-PREFLX COLLISTONS



QUR THIRD BLOCK:
A CHOSEN PREFTX HASH COLLISTON



AWORD OF WARNING ON (PC

TAKES | JH.CORE KOURS TO COMPUTE - TF YOU RE LUCKY.

REQUIRES SIMPLE MONITORING AND BACKTRACKING.
THE FEWER THE COLLISTON BLOCKS,
THE LONGER TO COMPUTE.



LAUNCHING A HASHCLASH COMPUTATION

TRI\/ML RUN scripts/cpc.sh prefixl prefix2

REQUIRES MONNORIN(} 1ls -latr | tail && date && tail screenlog.o
IFASTEP TAKES MORE THAN 1, KILL AND BACKTRACK AT PREVIOUS STEP:

pkill md5
scripts/cpc.sh prefixl prefix2 <n-1>

LXAMPLE OF STALLED HASHCLASH COMPUTATION:

i 4096 May 26 08:38 workdir
r--r-- 1 corkami corkami 552859 May 26
:41 UTC 2019
25: Q14Q3ml4tunnel = 2

20: Q5m5tunnel
20: Q4m5tunnel =
20: Q14m6Q3m5tunnel =
21: Qi1@mletunnel =
21: Q9mlotunnel




-BLOCK CPLOF ¥E AND. DIFFERENCES ARE TRRELEVANT

0000: .y .e .S 00-00 00 00 G0-00 G0 0O 00-60 00 00 00 ooco: |G 60 00-00 60 00 00-00 00 60
0010: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 60 00 0010: 00 00 00 00-00 00 00 00-00 60 00
0020: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 00 00 0020: 00 0O 0O 00-00 00 0O 0O-00 00 00

0030: 00 00 G0 00-00 00 00 60-B7 46 38 @9-8A 46 F1 7B Random buffer ©030: 00 00 00 00-00 00 00 00-19 71 E7




50, WE HAVE TWO FILES. ANY PATR OF FILES



WHAT A CPC DOES

PAD BOTH FILES TO THE SAME LENGTH,
WE COMPUTE A COLLISTON,
THAT APPENDS DIFFERENT BLOCKS TO BOTH FILES.

MAKES SENSE ONLY IF
30TH FORMATS TOLERATE APPENDED DATA.

DIFFERENCES ARE TRRELEVANT



HASHCLASH

MIGHTY,

OUTRES SOM

30T SLOW

EATTENTION TO COMPUTE)

HashClash



LNPUT: TWO ARBITRARY PREFIXES

THELR CONTENT AND LENGTH DON'T MATTER.
SHORTER PREFTXES DON'T MAKE ANYTHING FASTER

BOTH ARE PADDED TO THE SAME S/t

THE LAST 1) BYTES BEFORE THE COLLTSTON BLOCKS ARE USED FOR THE ATTACK.
DIFFERENT ON BOTH SIDES.

AFTER, BLOCKS OF COLLLSTON ARE APPENDED (sr orauer, s or i,



NUMBER OF BLOCKS FOR CPC

(PCTS MADE OF J STEPS: 3
AN TNTTTAL BIRTHDAY SEARCH, 2
THEN NEAR COLLISION COMPUTATION FOR EACH BLOCK, 1

(WHICH MAY REQUTRE BACKTRACKING)

ON YTH BIRTHDAY SEARCH BENEFITS FROM GPU.
THE FEWER THE BLOCKS, THE MORE COMPLEX THE B: &0UKH FOR A SINGLE BLOCK CPC
-1 BLO(KS 15 AGOOD TRADE-OFF FOR DESKTOP COMPUTATION.

N N N N
N
o
o
©




IMPACT OF CPL

LFTWO FILES FORMATS TOLERATE APPENDED DATA:
LOMPUTE COLLISTON. DONE.

+ STRALGHTFORWARD
- NLY WORKS FOR A SINGLE PAIR.




USING CPC AS A PREFLX LIKE AN 1PC

MORE COMPUTING THAN [PC, LESS RESTRICTIVE.
L P FORMAT,

DO A CPCWITH HEADERS RATHER THAN WHOLE FILES.
APPEND BODY/FOOTER OF J FILES.

ENABLES MIXING FILE TYPES:
- VALID/INVALLD FILES
- POLYGLOT COLLISTONS




CHAINING COLLISTONS

A COLLISTON MAKES
TWO DTFFERENT CONTENTS HAVE THE SAME RASH.

-) THEY CAN BE CHAINED LIKE A TREE.

10P NODES CAN BEAN 1DC, OTHERS CPCS. I |

Now he hash MD5, Now he hath MDS5,
No enemy cares! No enemy dares!
-) (OLLIDING MORE THAN 2 FILES o oy o
the shards. the shares.
Can’t be owned & Can’t be pwned &
N collisions = N+1 colliding contents his true gold, his true hold,
like One Frail, like One Grail,
sound as fold. 8 sound as gold. 3
THE POEMDY CHATNS § UNTCOLLS mmmm mammw

1o match he pat

THAT ARE EASY TO FLIP MANUALLY

hﬁo&ﬁqHhubconﬂmﬂkamdcdh$ons#odf







DY T
2 eryptographig hash
a fo function

.have fun!



WO BLOCKS
FEW SECONDS

— I —

N THE MIDDLE

AWAY FROM START OR END)

FastColl

—

T
=
=
—
=
{ c—
—

UniColl

ALLTHE KNOWN (IMPLEMENTED) COLLISTONS ATTACKS ON MDY



AN N

N\
ALTGNMENT CHUNK

?

A TYPICAL LAYOUT FOR AN TNSTANT & GENERTC COLLISTON VIA UNTCOLL

EPNG)® 3aNGE
MD5 is *really*L
dead now !!!!!!
collision blocks
here => GumARC!
F¢iE,LOUPIj== |1
V26581 va2fr«<OnE
{loyy o157 4 | oi\7
;1\ Ti¢0306C R -
' e=@RTi4)d V+aTi%
APbs¢qeos] 1-oom}
U5 irfigeq +S0UN
RealHash

PNG IMAGE
with
identical
-prefix
MD5 collision

by
Marc Stevens
and
Ange Albertini
in 2018
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*RESTRICTIONS

= ! Generic FastColl UniColl Shattered HashClash

format length collision

PDF 32 v ¥ v
JPG 16 ¥ ¥ ¥ v
PNG 32 I X ¥ v
MP4 32/64 v v v 4
PE ? v v
GIF 8 X * v
zIP 16 X ¥ v
Mach-OfCiass X /




UNTCOLL ATTACK PATTERNS



RGE DOCUMENTS, SPLIT /K3ds IN / PART SROWING PAG ARATELY.

(12
.R \n

Ath /Catalogl
0040: .. ..

THE OTHER fI
0040: .. ..

(15 THAT HAS TS /Pages |

./ .P .a .g .e .s . .2 . .0.

HAVE TTS PAG NCED A5 OBJECT 3.

./ .P .a .g .e .s . .3 . .

)
~
-]

o
(o)

o
(o)

(XX ] md5-1.pdf vs md5-2.pdf

25
o
65

2

1: Replace 1 byte at offset 0x49 with 1 byte
2: Replace 1 byte at offset 0x89 with 1 byte

More details @ https:/github.com/corkami/collisions#pdf

50
o
2F
52
s

46
20

20 31
3020

2
6F
6C
59
6
08
25
56
70
25

0a 25 25
64 04 3C

36

APDF-1.3 %% Eex |

10 obj <</Typ
e/Catalog/MD5_is
/REALLY_dead_now

- AelleXi

ep oxsK
fic™al
Ay
>> endobj

Ul
Y

/pages B 0 R %

576

0- [VefyN,S
1 .0="0( z0

20

obj <</Type/Page
s/Count 1/Kids[7
0 RJ>> endobj

30 obj <</Type/

Pages/Count
dsCs 0 R1>>
bj 40 obj
ength 132>>

1/Ki
endo
<</L

am q 0 10 rg 61

2 396 m 612

565




FFFE (OMMENTS For JIEEGIERIEN TN A COMMENT OF LENGTH ©Xx 77
0000: FF D8 FEOFESG@NO3 FF FE 00 77 .. .. .. .. ..

THE OTHER FILE WILL HAVE A LONGER CHUNK OF @%177.
0000: FF D8 FEOFES@@NO3 FF FE 01 77 .. .. .. .. ..

[ X X J md5-2.jpg vs md5-1.jpg

00000 | FF D8 FF FE 00 03 AA FF FE [} 77 BB 82 (3 A6 DC
00010 | D8 OB EB A4 B3 FB F2 22 DE @1 48 F7 85 1F 2F 63 || 00010 (D8 0B EB A4 B3 FB F2 22 DE O1 48 F7 85 1F 2F 63
00020 |52 DF EF 06 83 4F | | 00020| 52 DF EF 06 9A 45 76 18 88 FD EA 25 13 57 83
00030 |B6 23 6D FD 23 €3 || 00030| B6 23 6D FD 50 9B F2 2D 2F B7 D4 FE 85 DA 23

2F B7 D4 FE 85

o#m PoU-/3¢ 0/#,

4F
E3

00040 | AB ES 61 24 28 49 2E 18 B4 6D | | 00040 | AB B7 30 9C BC 5B 68 4C 61 25 28 49 2E 18 B4 6D “10a°[hLa¥%(l. ¥m
00050 56 85 O FC OF BD 68 DC E6 AQ | | @0050| 56 22 A2 BS 83 AB C4 97 OE FC OF BD 68 DC E6 AD V'"¢uE fo . QhcEt
00060 14 39 B9 57 35 18 6F CE C5 40 | | 00060 14 9D 32 39 9B 6E 4E 17 B9 57 35 18 6F CE (5 40 u296nN TNS o=@
00070 B9 77/ 78 7D 44 98 27 53 17 38 || 00070 B9 04 55 77 13 72 FO AF 78 7D 44 98 27 53 17 38 m Un r 0x}D3'S ;
00080 | FF ED SE SE SE SE SE SE SE SE | | 00080| FF FE @1 ED SE SE SE SE SE SE SE SE SE SE SE SE *. LAAAAAAAAAAAA
00090 | 2F 30 30 30 30 30 3D 30 30 5C| | @0@90 | 2F 30 30 30 3D 30 30 30 3D 3D 30 30 30 3D 3 5C /-

00040 | 7C an 6D 61 67 65 20 20 2A 7C | | 0G0AD| 7C 2A 20 4A 50 47 20 69 6D 61 67 65 20 20 2A 7C |* IPG image *|
00080 7C 20 74 68 20 20 20 20 20 7C | | 000B0 | 7C 20 20 20 20 20 77 69 74 68 20 20 20 20 20 7C | with I
000C0 | 7C 69 69 63 61 6C 20 20 20 7C | | €0OCO| 7C 20 20 69 64 65 6E 74 69 63 61 6C 20 20 20 7C | identical |
00000 | 7C 20 66 69 78 20 20 20 20 7C | | 00GDD | 7C 20 20 20/2D 70 72 65 66 69 78 2020 20 20 7C | -prefix |
000E0 | 7C a4 6C 6C 69 73 69 6F GE 7C | | 000ED| 7C 20 4D 44 35 20 63 GF 6C 6C 69 73 69 6F 6E 7C | MDS collision|
000F0 | 7C 20 20 20 20 20 20 20 20 7C | | 000FO | 7C 20 20 20/ 20 20 20 20/ 20 20 20 20 20 20 20 7C | I
00100 | 7C 62 20 20 20 20 20 20 20 7C | | €0100| 7C 20 20 62 79 20 20 20 20 20 20 20 20 20 20 7C | by |
00110 7C 61 74 65 76 65 6E 73 20 7C || 00110 7C 20 4D 61 72 63 20 53 74 65 76 65 6F 73 20 7C | Marc Stevens |
00120 7C 61 20 20 20 20 20 20 20 7C | | 00120 7C 20 20 61 6E 64 20 20 20 20 20 20 20 20 20 7C d |
00130 7C 67, 62 65 72 74 69 6F 69 7C| | 00130 7C 41 6E 67 65 20 41 6C 62 65 72 74 69 6E 69 7C IAnge Albertinil
00140 7C 69 3138 20 20 20 20 20 7C | | €0140| 7C 20 20 69 6E 20 32 30 31 38 20 20 20 20 20 7C | in 2018 |
00150 7C 20 20 20 20 20 20 20 24 7C || 60150 | 7C 2A 20 20/ 20 20 20 20/20 20 20 20/20 20 2A 7C |* #l
00160 5C 30 3D 30 30 3D 3D 30 30 2F | | 00160 5C 30 30 30 30 30 30 30 30 3 3D 30 30 30 3D 2F \.

00170 76

76 76 76 76 76 76
Replace 1 byte at offset 0x9 with 1 byte
2: Replace 1 byte at offset 0x49 with 1 byte

76 76| | 00170 | 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 76 VVVVVVYVVVVVVVVY

CF nttps://github.com/corkami/collisions#ipg




FREE ATOMS, FOr MERGMIENENT TN oF LENGTH @x79

PO40: .. .. .. .. .. .. ..

THE OTHER F1 HAVE A LONG
0040: .. .. .. .\ o .. ..

More details @ https:/github.com/corkami/collisions#mp4-and-others

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00A0
0080
00Co
0000
00EQ
00F0

2100

00
55
66
41
53
38
8D
()
7E
BA
8A
OF
00
00
00
00

aa

00
6E
6F
6C
74
52
23
9F
8F
2B
66
DA
00
00
00
00

na

00 00 00 79

(RUNKOF@x179.
00 00 01 79

00
69
72
62
65
76
DE
B7
43
27
ES
64
o1
00
00
00

na

47
43
20
65
76
E1
1
F6
BD
35
3C
3F
08
00
00
00

o

66
6F
4D
72
65
86
A2
@
E4
CF
54
DD
66
00
00
00

o

.F

72
6C
50
74
6E
6
DD
oF
@
71
B
BD
72
00
00
00

o

o0

o0

00

an

00
72
6F
20

jor8

Ao
2B
BO
FB
61
96
86
00
00
00
00

an

.R

00
65
2
32
79
(@]
{4
96
47
EA
24
29
00
00
00
00

an

1: Replace 1 byte at offset 0x49 with 1 byte
2: Replace 1 byte at offset 0x89 with 1 byte

md5-2.mp4 vs md5-1.mp4

00
55
66
41

38
8D
(0]
7E
BA
8A
13
00
00
00
00

o

00
6E
6F
6C

52
A3
9F
8F
2B
66
DA
00
00
00
00

o0

00 47 66

69
72
62

53 74 65

76
DE
B7
43
27
ES.
64
o1
00
00
00

o0

43
20
65

76~

E1
1
F6.
BD
35
3C
3F
08
00
00
00

an

6F
4D
2
65
86
A2
«@
E4
CF
54
DD
66
00
00
00

an

6C

00

a0

00

on

00
65
72
32

(@]
E2
9%
47

24
22
00
00
00
00

na

00
66
6D
30
66
CE
2C
03
3D
53
A
B9
00
L)
00
00

na

00
69
61
BT
72
05
05
81
76
52
3D
D2
00
00
00
00

na

00
78
74
38
65
47
10
20
SE
EF
7F
AD
00
00
00
00

o0

00
00
20
00
65
F7
BC
AE
4D
co
2E
52
00
00
00
00

o

Gfree
UniColl prefix
for MP4 format
Albertini 2018
Stevens [fyfree
8Rv-UA«y910E G
cH#fijdr<fs,, °w
0uy "« cFiwi A)A”
~&CN%0A34, G=vAMY
[+'5eq¥0zaiSRO;
GfA<TA e'A$ = .

/d?>0U% U)m“=R
free




.

StartOflmage (Segments) [ Scan EndOflmage
O—— FFD8 ’MMLLD‘ 'FFDA ) FFD9 ——O

Marker >u 2 FFxx
Length >u 2
Data b Length

y4
N

COMMENT SEGMENTIN PG FF FE
SCANS CAN BE BIGGER THAN b4 KB - SPLIT THEM VIA SAVING AS PROGRESSTVE

IPEG FILE

STRUCTURE




0000:
0010:
0020:
0030:
0040:
0050:
0060:
0070:

0000:
0010:
0020:
0030:
0040:
0050:
0060:
0070:

Tt

il

.U

o7
9F
8C
B6
5A
8A

o7
9F
8C
B6
5A
8A

.n

E7
E9
41
77
83
55

E7
E9
41
77
83
55

i

6F
DC
62
D5
E2
71

6F
DC
62
D5
E2
71

.C .o .1 .1.
.2 .0 .b

33
B3
73
50
EO
Ao

c .

33
B3
F3
50
EO
Ao

24
B4
D8
c9o
E2
49
B2

24
B4
D8
c9o
E2
49
B2

FA
64
Q03
B9
B8
4F
34

FA
64
Q03
B9
B8
4F
34

3F
97
FC
A7
D7
B7
6C

3F
97
FC
A7
D7
B7
6C

50
DD
7C
EB
A2
oD
OE

50
DD
84
EB
A2
oD
06

2.

2F
Bl
52
03
61
7D
45

7A
95
40
10
16
7C
EE

7A
95
40
10
16
7C
EE

ENED)

P
Bl
8E
8E
68
78
E7
04

B1
8E
8E
68
78
E7
04

.r .e .f

A7
F3
36
Fo
BO
3F
60

27
F3
36
Fo
30
3F
60

04
CB
AF
5B
35
CC
ED

04
CB
AF
5B
35
CC
ED

DC
60
ocC
82
24
B7
33

DC
60
ocC
82
24
B7
33

R UNTCOLL VARTANTS
{ COMPLE

.

2F
18
86
49
1B
F3
62

2F
18
86
49
1B
F3
62

X

39
Bl
c7
EE
2F
72
BC

39
Bl
c7
EE
2F
72
BC

0000:
0010:
0020:
0030:
0040:
0050:
0060:
0070:

0000:
0010:
0020:
0030:
0040:
0050:
0060:
0070:

- [£99 PREDICTABL
+ 10 FIIED BYTES

U

FF
4D
22
6A
BE
Al

FF
4D
22
6A
BE
Al

[
A

.Nn

E4
2D
BA
c5
60
18

E4
2D
BA
c5
60
18

DIFFERENCE
FTER THE FIRST DIFFERENCE

.i

7B
99
25
2A
AA
87

7B
99
25
2A
AA
87

EC
37
c4
0A
DE
03

(@]

EC
37
c4
0A
DE
03

EC
F3
ocC
F6
cc
6F
D2

EC
F3
ocC
F6
cc
6F
D2

D2
31
B6
F7
88
0B
9D

D2
31
B6
F7
88
0B
9D

DIFFE

.C .o .1 .1.
.2 .0 .b

ocC
0A
1B
EC
3C
11
39

ocC
0A
1B
EC
3C
11
39

56
65
D5
c6
7F
Do
80

56
E5
D5
cé6
7F
50
80

2F
66
63
D7
6C
52
79

2F
66
63
D7
6C
52
79

ERENCE ON THE LAST BYTE

.3 .

03
B5
94
OE
AE
E2
10

04
B5
94
OE
AD
E2
10

.p
F6
BD
DC
DB
24
)
50

F6
BD
DC
DB
24
OE
50

.r
66
6D
2E
5D
71
85
3F

66
6D
2E
5D
71
85
3F

.e
D1
F5
DB
18
F9
BB
BC

D1
F5
DB
18
F9
BB
BC

.f
76
2B
97
DF
BF
OB
17

76
2B
97
DF
BF
OB
17

i
8F
FD
F2
90
76
8B
65

8F
FD
F2
90
76
8B
65

«X
87
1E
10
F9
17
76
o1

87
1E
20
F9
17
76
81



'L (OHISIONS
VIA A CPCUSED LIKE AN IPC



ANATOMY OF A

- DOS HEADER POTNTS TO PE HEADER

- IN BETWEEN, DOS STUB
RICH HEADER (MS LINKER INFORMATION)
- PEHEADER CONTAINS ALL THE CRITICAL INFORMATION

(L6

[
b

17 (0DF),

Dos Stub
(old 16b code)

Rich Header
(MS linker information)

PE Header
(critical)

1

Number Name
.text
2 .rdata
3.

4 .rsrc

data

VSize

00000320 0003F000

Address
0003004A 00001000 00031000 00001000 E0000020
00007436 00032000
000040B8 0003A000 00003000 00O3A000 COOORLO
00001000 0003D00O 400000

Flag

0040

00-FF FF 00 00
00-00 00 00 00

E8 00 00 00 [

mode. JJ@$

03

65
03
00
00
00
61
00
00
00
00

00
00
00
00
00
00
00
03
00
64
00
00
00
00
73
00
00

YovLoh8¢oh8tah8e
J2°Q¢ Vha¢1d7¢«hs¢
1dX¢<h8¢tdg¢Ans¢

B e¢Ah8¢oh9¢Chge
1d\¢9h8¢+cf¢ L hs¢
1db¢ L h8¢Rich—h8¢

PE  LO¢
J$RD o %O
JO-@m By o
o£® » v @
> > ¢ ©
. ¢ >
EER4 > >

> > >

=¥ v

00

00
00
68
00
33
FF

00
00
00
56
24
Cc7

00

00
00
00
74
oC
00

00-00 00 00 00
00-00 00 00 00

24-04 E8 Fo 7C
C7-06 FoO 21 43
00-00 50 88 41

j hyec di Pdé
% QUit&t$eo=|
© 3lepseine|la=!C

j éadfarx  pea



0000: | 4D 5A Mz

'[ N G 0030: -E8 00 00 00 ®
can be discarded

can be discarded

\

DOS HEADEK ONLY (ONTAINS J IMPORTANT FIELDS,
0OEQ: 00 00 00 00-00 00 00 ee!;g-;;te 00-4C 01 04 00 PE LO¢

Q0FQ: | 4A 24 52 44-00 00 00 00~ 0 00-EQ 00 OF 01 |JSRD o O
I ]: N : OA-00 10 03 00-00 EO 00 00-00 00 00 00 |cO-@ PY o

00-00 10 00 00-00 20 03 00-00 00 40 00 |of® » v ¢

00-00 10 00 00-04 00 00 @0-01 00 @@ 60 | » > ¢ ©
00-00 00 00 00-00 00 04 00-00 10 00 00 |¢ . >
- TU AND (AN REMOVED 00-03 00 00 ©0-00 00 10 00-00 10 00 00 | |{¢ v > >
00-00 10 00 ©0-00 00 00 00-10 60 00 00 | » » >
00-00 00 00 00-58 S8E 03 00-28 00 00 00 XA (

00-20 03 00 00-00 00 00 00-00 00 00 00 =¥ v
00-00 00 00 00-00 00 00 00-00 00 00 00
00-00 00 00 00-00 00 00 00-00 00 00 00
00-00 00 00 00-00 00 00 00-00 00 00 00
00-48 00 00 00-00 00 00 00-00 00 00 00 | "PY H
00-0C 01 00 00-00 00 00 00-00 00 00 00 v 20
00-00 00 00 00-00 00 00 00-00 00 00 00
78-74 00 00 00-4A 00 03 00-00 10 00 00 |.text JY »
00-00 20 00 00-00 00 00 00-00 00 00 00 | »v »

\

P[HEADER (AN BE MOVED FURTRER: JUST UPDATE |RCINARER
SECTIONS CAN BE MOVED FURTHER: JUST ADJUST OFFSETS

\

00-20 00 00 60-2E 72 64 61-74 61 00 00 ‘.rdata
00-00 20 03 00-00 80 00 00-00 30 03 00 |6t vy C v
. . 00-00 00 00 00-00 00 00 00-40 00 00 40 @
Number Name  VSize  Address PSize Flag 74-61 00 00 00-B8 40 00 00-00 AG 03 00 |.data 3@  av
1 .text 0003004A 00001000 00031000 00002000 §60000020 00-00 BO 03 99-00 00 00 00-00 00 00 00 | 0 av
2 .rdata 00007436 00032000 00008000 4 0040 00-40 00 00 CO-2E 72 73 72-63 00 00 00 @ L.rsrc
3 .data 000040B8 0003A000 00003000 00O3BOOO (COOOBRAD 00-00 FO 03 00-00 10 00 00-00 E@ @3 00 | v =v » Ly
4 .rsrc 00000320 00O3FOOO 00001000 OOO3ECLD 4000004 00-00 00 00 00-00 PO 00 P0-40 PO 00 40 @

00-00 00 00 00-00 00 00 00-00 00 00 00

98-02 43 00 64-Al 00 00 00-00 50 64 89 j hyeC di Pdé
00-00 51 56 8B-F1 89 74 24-04 E8 FO 7C % QVit&t$ed=|
C0-89 44 24 10-8D 4E OC C7-06 FO 21 43 © 3leDswine|a=!cC
89-41 14 C7 41-18 OF 00 00-00 50 88 41  j &A|farm  PéA




LPC-IPC EXPLOTTATION FOR PL FLLES

1 CRAFT J HEADERS
1 LOMPUTE CPC ()3 HOURS)
. USE BOTH PREFTXES WITH / SETS OF DATA

- INSTANT COLLISTON OF ANY PATR OF PE FILES
(WITH NO CODE MODIFICATION)




WINDOW

\

\

\

\

|

(0

DOS HEADER 19 GENERTC

POINTERS TO / HEADERS, OVER COLLISTON BLOCKS.
DOS STUB AND RTCH HEADER ARE DISCARDED

T0 MAKE PLACE FOR COLLISION BLOCKS

TWO PEHEADERS THAT FOLLOW EACH OTHER

BOTH SECTIONS SETS HAVE ADJUSTED OFFSETS.

[ON

) REUSABLE AND INSTANT PL COLLISTON

FAPERS

ALERSE.

Alignments and
collision blocks

PE Header 1

PE Header 2

Sections set 1

Sections set 2

00000: 4D 5A 90 00-03 00 00 00-04
00010: B8 00 00 00-00 00 00 00-40
00020: 00 00 00 00-00 00 00 00-00
00030: 00 00 00 00-00 00 00 00-00
00040: 2F 3D 2D 3D-2D 3|

00-FF FF 00 00 MZE v ¢

00-00 00 00 00 4 ; @t

00, p'S)

QORBO 02 00 00 6“‘?5 ?OCO
[=mm—=—m—= ==\

00090: KD D9 79 C8-3E D7 22 3D-EF AB 83 E8-DD CB 87 FO ;Jyl>fr=msac]sc=
2BO: F2 C8 C5 E@-7D 7C 29 D8-91 36 41 37-DO 8D 04 E5 >Lio}|)de6a7liec
002C0: 50 45 00 00-4C O1 04 90-4A 24 52 44-00 00 00 00 PE LO® JSRD
002D0: 00 00 00 00-EQ 00 OF 01-0B 01 07 OA-00 10 03 00 o BOIO@ PY
©02E0: 00 EO 00 00-00 00 00 00-6F 9C ©1 00-00 10 00 00  « 0f0 »
002F0: 00 20 03 00-00 00 40 00-00 10 00 00-00 10 00 00 v e » »
00300: 04 00 00 00-01 00 00 00-04 00 00 00-00 00 00 @0 ¢ O ¢
00470: 00 00 00 00-00 00 00 00-00 00 00 00-00 00 00 00
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From Collisions to Chosen-Prefix Collisions
Application to Full SHA-1

Gaétan Leurent! and Thomas Peyrin®3
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