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THIS TALK TS

(
YIDEE

ABOUT:

UNDERSTANDING THE

[MPACT OF

URRENT RASR COLLISTONS ATTACKS.

FEFFECT: SHOW THAT MD TS

15 REALLY BROKEN.



THIS TALK'TS MOT ABOUT:

CRYPTOGRAPRY

LTS NOT ABOUT THE INTERNALS OF HASH COLLISTONS - ONLY THELR IMPACT.

NEW CRYPTOGRAPRLC ATTACKS

THLS RESEARCH REUSES OLD ATTACKS - BUT SOME OF THEM WERE NEVER EXPLOITED.




THESE ARE OUR OWN VEWS,

THLS TALKTS A JOINT EFFORT BY: Nor 0w At 0F vt

EMPLOYERS.
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WHAT'S A RASH FUNCTIONT MDY, SHAL.
COMMONLY CALLED CHECKSUM,

W Thegpy

RETURNS FROM ANY CONTENT A BIG FIXED-SIZE VALUE, ALWAYS VERY DIFFERENT.

. — d41d8cd98t00b204e9800998ecf8427e
a — 0ccl75b9c011b6a831c399e269772661 (@MWWMV
b — 92eb5ffeebae2fec3ad71c777531578F ”szﬂzmjp’@
A — 7tc56270e7a70ta81a5935b72eacbe29

TINY CONTENT CHANGES CAUSE HUGE DIFFERENCE LN THE HASH VALUE.



ONE-WAY FUNCTIONS

IMPOSSIBLE TO GUESS A CONTENT FROM ITS HASH VALUE.

., — d41d8cd98f00b204e9800998ect8427e
? «— d41d8cd98100b204e9800998ecf8427d
? «— d41d8cd9o98100b204e9800998ect8427f



LFTWO CONTENTS RAVE THE SAME HASH,
THEY ARE (ASSUMED TO BE) IDENTICAL (IF THE HASH 15 SECURE)

HASHES ARE USED:

- T0 CHECK PASSWORD' (COMPUTE TNPUT HASH, COMPARE WITH STORED VALUE)

CoanﬁM—ci&notAﬁmz ~ ab59250af3300a8050106a67498a930f7
p4ssword . 2a9d119df47ff993b662a8ef36£f9ca20

Downloading VLC 3.0.6 for Windows

- TO \/A IDATE (0 NTENT INTEGRHY IIIIII ERRIEN: 500 s 7 B OSSO EENBI
- TO INDEX FLLES (EX: YOUR PLCTURES TN THE CLOUD)




CUNLESS THERE TS A HASH COLLISTON:
TWO DIFFERENT CONTENTS WLTH TRE SAME RASR RESULT.

$ python

[...]

>>> crypt.crypt("5dUD&66", salt="br")

"broken0z4KxMc '

>>> crypt.crypt("0!>"',%$%$", salt="br")

"broken0z4KxMc'

>>> crypt.crypt("0!>',%$", "br") == crypt.crypt("5dUD&66", "br")
True

>>>

THIS EXAMPLE USES THE CRYPTLY) HASH.



WHAT ARE HASH COLLISTONS TN PRACTICE!

A COMPUTATLON THAT GENERATES
TWO DISTINCT CONTENTS WITH THE SAME HASH.
WE CAN DEFINE SOME PART OF THESE CONTENTS.

A HASH COLLISTON GENERATES ALOT OF RANDOMNESS!
-) THE FINAL HASH IS NOT KNOWN TN ADVANCE



AN MDY COLLISTON OF ¥ES AND.S ) /4 BYTES OF RANDOM-LOOKING DATA

0000: .y .e .S 00-00 00 00 G0-00 G0 0O 00-60 00 00 00 ooco: |G 00 00-00 00 00 G0-00 GO 00 08-00 0O 00 00
0010: 00 00 00 60-00 00 0O 00-00 00 00 00-00 00 60 00 0010: 00 00 00 00-00 G0 G0 00-00 0P 00 00-00 00 00 00
0020: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 00 00 0020: 00 00 0O 00-00 00 0O 0O-00 00 00 00-00 00 00 00
0030: @0 00 00 00- . 0030: (@0 00 00 00-

01A0: 02 60 F6 62-91 34 70 FE-C3 34 54 6D-76 07 7F 1A # 01A0: 02 60 F6 62-91 34 70 FE-C3 34 54 6D-76 07 FF 1A
01B0: 73 53 E6 0B-08 FB 82 80-AD 5F 22 15-18 69 B5 6E @1BO@: 73 53 E6 0B-08 FB 82 80-AD 5F 22 15-18 69 B5 6E
""" 01C0: 'BB 06 C3 A7-FF 39 15 '52-BE FE D4 5C-D2 '55'5A" 71" """~ R1C0Y T BB 06 €3 A7-FF 39715 '52-BE FE D4 5C-D2°55 5A 7177
01De: EC E9 BC 1A-B7 BB 08 61-C5 3E E7 89-7C 93 @3 FC 01De: EC E9 BC 1A-B7 BB 08 61-C5 3E E7 89-7C 93 @3 FC
01E0Q: 1F 8A 9A D8-42 BF 6C 01-6A 39 26 84-74 58 E2 E4 # O1EQ: 1F 8A 9A D8-42 BF 6C 01-6A 39 26 84-6C 58 E2 E4
Q1F@: 00 D4 67 7B-27 BD 93 6D-DF Fo 10 4A-2B 00 7E 68 @1F0: 00 D4 67 7B-27 BD 93 6D-DF FO 10 4A-2B 00 7E 68
""" 0200: 1D DE' D5 8A-67 '89 'EA '52-9C" 32°'BD"36-A2 '8C BE'DQ" """ TTTTTTTTTTTTTT92007 1D 'DE ‘D5 '8A-67 89 EA'52-0C '32''BD  30-A2 '8C BE DO T
0210: A7 35 BA C6-BB 7D 07 80-49 22 EF E5-10 B2 83 6D 0210: A7 35 BA C6-BB 7D 07 80-49 22 EF E5-10 B2 83 6D
©0220: E6 18 6E E3-FO@ 52 E4 35-83 61 42 35-72 97 C5 8D # 0220: E6 18 6E E3-FO 52 E4 35-83 61 42 35-72 97, CD 8D
0230: 4F F7 93 68-5A 70 5F 5A-04 3A D5 42-C1 FA OF E2 0230: 4F F7 93 68-5A 70 5F 5A-04 3A D5 42-C1 FA OF E2
""" ©240: " 'AE 57 DB AF-F1'51 'B8 'B7-38 18 EF 2E-B8 A6 A9"2C """ """ TTTTTTTTTTTTQ@24@Q7% " TAE 57 'DBAF-F1'51°B8 'B7-38 18 EFT 2E-B8 A6 'AY 2C 77T
0250: 81 87 FA FE-B2 C4 DC 45-A3 64 91 6D-B8 6E F5 D1 0250: 81 87 FA FE-B2 C4 DC 45-A3 64 91 6D-B8 6E F5 D1
0260: 4F 9C FA 62-3D 42 46 59-67 32 EC 99-DA 89 7A 88 # 0260: 4F 9C FA 62-3D 42 46 59-67 32 EC 99-DA 89 7A @8






BEST ATTACK ON MD2: 1 Fhom 2008

THESE DON'T EXIST YET - NOT EVEN FOR MDJ (FROM L1811)

GENERATE A FILE X WITH A HASH
GIVEN ANY H, MAKE X S0 THAT HASH(X) - H
ALSO CALLED PRE-TMAGE ATTACK)

AND BY EXTENSION:

GIVEN ANY FILEY, GENERATE A FILE X WITH THE SAME HASH
MAKE X S0 THAT HASR(X) = RASH(Y) pums1-1
(SECOND PRE-TMAGE ATTACK)




HOW HASHES LIKE MDY 0R SHAL/ 2 WORK

L. PROCESSTNG BLOCKS, FROM START TO END.
J. APPENDING THE SAME THING TO TWO FLLES WITH THE SAME HASK
WILL GIVE FLLES WITH THE SAME RASH
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STEP 174 THE PREFLX (OPTIONAL)
WE DEFINE THE START OF THE FLLE l
t COLLISLON COMPUTATLON WILL DEPEND ON THAT.

EPREFLK CAN BE EMPTY.
LTS CONTENT AND SIZE MAKE NO DIFFERENCE AT ALL

—

P
P

—



STEP 2/ THE PADDING (IF NEEDED)

WE ADD SOME DATA TO THE PREFLI
T0 GET A ROUNDED STZE (A MULTIPLE OF b4).




STEP 3/4 - THE COLLISTON BLOCKS

WE COMPUTE A PATR OF BLOCKS FULL OF RANDOMNESS
WITH TINY DIFFERENCES.

DESPITE THE DIFFERENCES,
THE RASH OF BOTH FILES 15 THE SAME

THESE COLLISTON BLOCKS ONLY WORK FOR THAT PREFLX

» - NG




STEP b /% - THE SUFFL)

(00 CAN ADD ANTHING TO BOTH STDES
(NOT REQUIRED)
THE HASH VALUE WILL REMATN THE SAME




LDENTICAL PREFIX COLLISTONS

TAKE A SINGLE OPTIONAL INPUT (THE PREFL)
GENERATE J DIFFERENT FILES WITH SAME HASH.

THE FILE CONTENT TS TDENTLCAL
BEFORE AND AFTER THE COLLISTON (PREFTX & SUFFIX).
THE ONLY DIFFERENCES ARE TN THE COLLISTON BLOCKS.

[DENTICAL PREFTX COLLISTONS -) IPC



CIAMPLE OF AN IDENTICAL-PREFTX COLLISTON - ONLY A FEW DTFFERENCES.



SECOND TYPE OF COLLISION:
LHOSEN PREFIX

LPL



50, WE HAVE TWO FILES. ANY PATR OF FILES



WHAT A CPC DOES:

PAD BOTH FILES TO THE SAME LENGTH,
LOMPUTE DIFFERENT BLOCKS FOR EACH FILE.
APPEND THESE BLOCKS.

SUFFTETS OPTIONAL ONCE AGAIN.




SECOND TYPE OF COLLISTONS

TAKE TWO PREFLXES, APPEND SOMETHING 10 80TH
10 MAKE TREM GET TRE SAME RASH.

LT CAN WORK WITH ANY CONTENTS OF ANY SIZES.

CONTENTS AND STZES DON T CHANGE ANYTHING
(RESULTING FLLES WELL HAVE THE SAME LENGTH)




A CHOSEN PREFTX HASH COLLISTON OF YES| AND .

0000: .y .e .S 00-00 00 00 G0-00 G0 0O 00-60 00 00 00 ooco: |G 00 00-00 00 00 G0-00 GO 00 06-00 0O 00 00
0010: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 60 00 0010: 00 00 00 00-00 G0 G0 00-00 0P 00 00-00 00 00 00
0020: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 00 00 0020: 00 00 0O 00-00 00 0O 0P-00 00 00 00-00 00 00 00
eo3e: oo oo oo oo- IR Random buffer 0030:
T 77 9040: T F3 45 26 13-66 60 C8 01-B9 2A 75 25-5A 67 23 A6 (partial birthday attack bits)” ~ ¢ ©020: F3 45 26 13-66 60 C8 01-B3 2A 75 25-5A 67 23 A6

0050 0050:
0060 0060:
0070 0070:
‘0080 9080 25
0090 0090:
00A0: 00A0:
0080 00B0:

T 0uCe: 80Co"
00D0 00D0:
00EQ 00E0:
00F0: 00F0:

Setves o100, K3 33 BE AO-EA DS’ 4 AL-1F O3 FB 3341 23 b2 Eo
0110 0110:
0120 0120:
0130: 0130:

o140 81407
0150 0150:
0160: 0160:
0170 0170:
‘0180 91807 " 6l
0190 0190:
01A0: 01A0: 02 60 F6 62-91 34 70 FE-C3 34 54 6D-76 07| FF 1A
01B0: 01B0: 73 53 E6 0B-08 FB 82 80-AD 5F 22 15-18 69 B5 6E
01C0* B1Ce: BB 06 C3 'A7-FF 39 15 52:BE FE D4 5C-D2°55 58 71
01D0: 01D@: EC E9 BC 1A-B7 BB @8 61-C5 3E E7 89-7C 93 03 FC
01E0 @1E@: 1F 8A 9A D8-42 BF 6C 01-6A 39 26 84-6C 58 E2 E4
o1F0: @1F0: 00 D4 67 7B-27 BD 93 6D-DF FO 10 4A-2B 00 7E 68
02007 9209 1D DE D5 8A-67 89  EA 52:0C 32 'BD 30-A2 8C BE DO
0210 ©210: A7 35 BA C6-BB 7D 07 80-49 22 EF E5-10 B2 83 6D
0220 0220: E6 18 6E E3-FO 52 E4 35-83 61 42 35-72 97,CD 8D
0230: ©230: 4F F7 93 68-5A 70 5F 5A-04 3A D5 42-C1 FA OF E2
0240°% 2407 " AE 57 DB AF-F1 51 B8 B7:38 18 'EF 2E-B8 A6 AY 2C
0250 0250: 81 87 FA FE-B2 C4 DC 45-A3 64 91 6D-B8 6E F5 D1
0260: 0260: 4F 9C FA 62-3D 42 46 59-67 32 EC 99-DA 89 7Al @8

©270: E7 AD E3 21-ED 3C 4B C0-4D 9F 83 3C-DC 7F B7 @A










- M:12008
2 MD5 SSL certificate
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ANOUT STANDING ATTACK |
J00 PLAYSTATION 3 AND SIGNING AT AN EXACT SECOND

WITH J DAYS OF COMPUTATIONS FOR EACH OF THE & ATTE

200 AESTMOS COLLISION 2005 ST HACTICALMPACT 200 2060 5L T
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SURE, MD') TS WEAK AGAINST SUCH KINDS OF ATTACK

SINCE J00, NO MORE ATTACKS ON MD NOR RESEARCH (REGARDING FLLES):
[T WAS CONSIDERED DEAD FOR GOOD BY EXPERTS.
50 115 DEAD AND BURIED, RIGHT!

ATTACK ON PROTOCOLS:

CVE-2015-7575: SLOTH Security Losses from Obsolete and Truncated Transcript Hashes
https://www.mitls.org/pages/attacks/SLOTH







74ce36b71d161cb5ab35627bd5a7£1070££475£42da397bflTe6c8c6a897657a

Scientific Working Group on
Digital Evidence

SWGDE Position on the Use of MDS and SHA1 Hash Algorithms in Digital
and Multimedia Forensics

5. Recommendations for the Appropriate Uses of MDS5 and SHA1
Because MDS5 and SHA have proven to be susceptible to engineered collisions, they should
only be used for certain functions. It is still appropriate to use MD5 and SHA1 for the following
situations:
e Integrity Verification
It is appropriate to use both MD5 and SHA for integrity verification provided the hash is
securely stored or recorded in examination documentation. This will prevent an
individual from substituting a different file and its hash. This is true for all hash
algorithms.
File Identification
Since there are no preimage attacks against MDS5 and SHAL, it is appropriate to use both
algorithms for file identification.

TS STILL USED TO TNDEX FILES OR VALIDATE INTEGRITY:
“IT'S STILLBETTER THAN CRC3 1




 THE BIG QUESTION

(E CURRENT ATTACKS AREN'T ENOUGH TO KILL MD....

10w EFH(IENH(ANON MAKE COLLISTONS
W/ STANDARD FILE FORMATS!

BY ANY POSSTBLE MEANS:
WITH FILE TRICKS AND PRE-COMPUTED PREFIAES
WITH ANY EXISTING ATTACKS.






QUR CONTRIBUTION

1/

NSTANT MD' COLLISTONS, WITH NO RECOMPUTATION
(COLLISTON DATATS PRE-COMPUTED)

B o
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Ele Edt View Window Help
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Moritz i

collsion2.paf - Adobe Acrobat Reader DC - o x

Home Home Tools Tools colision2.. x | @ Sign In

®B@a 1 o
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£ collision].mp4 - VLC media player
Media Playback Audio Video
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Subtitle

Tools
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https://qithub.com/corkami/collisions

FSOME LTMITATIONS



*SOME LIMITATIONS

UUR CONTRIBUTIONS - 2/)

AARERS

ALERSK




JUST NEW COLLISTONS?

INSTANT, RE-USABLE AND GENERTC COLLISTONS:
TAKE ANY PATR OF FILES, RUN SCRIPT, GET COLLIDING FILES.
FOR EXAMPLE, THE COLLIDING PDYS ARE 100% STANDARD.

[ROM A PARSER PERSPECTIVE,
THE CONTENTS ARE UNMODIFLED: ONLY THE FILES™ STRUCTURES ARE




13}

THESE PICTURES COME FROM THE CONFERENCE WEBSTTE.

22:30:39.00>jpg.py 1.jpg 5.7jpg
22:30:39.17>png.py salt-2019-wh.png ubicast.png

22:30:39.32>md5sum collision*

1c3d32909243e49ead76b9c972752761 *collisionl.jpg
1c3d329b9243e49ead’76b9c972752761 *collisionZ2.]pg
1d0ea9d09%a2b562533aldebe7d2be2ab *collisionl.png
1d0ea9d09%a2b562533aldebe’7d2be2ab *collisionZ2.png

THAN 1S T0 COLLIDE PNG, JPG, PE, PDE, MPL .



(ILL SOME LONG-LASTING MYTHS

HASH COLLISTONS ARE SOMETIMES PERCETVED AS:
- ONLY APPLYING TO A PATR OF FILE.
- ONLY APPLYING T0 The SAME FLLE TYPE




WHAT ABOUT..

AN TNSTANT &
16LOT (0

[
[ON T}

. e_lfanew
34 align
oC rand

L

\X89PNG. .. L 1 R
B ALK L f .r .e .e
< T .
? 34 align 34 align
oC rand oC rand
N9blocks /N 7779 blocks
collision
34 align
@c rand
-------------- By o SRS S S S
9 blocks
collision
TE 1L AL LT f «p

S€ ol al
. PE Header

Sections

€E £C B £e
PNG data

endstream
endob3j

2 0 obj
<length>
endobj

PDF content
XREF
PDF Trailer

V Sections table 3

b [Appended data] V

1 0 obj
<< /Length 2 @ R >>
stream

e S gl
34 align '
oC rand L




,—samefile—m - ———— e — — —

| S e
. PoC HGTFO )

— — — — — — — — — — — — — — —

AN INSTANT (OLLISTON OF:
-~ ADOCUMENT
- AN ERECUTABLE

generates

; .‘lfg;}- 1/ All these fil
- AN IMAGE osnar & | have the seasfne eI\S/IDS

- AVIDED.

https://qithub.com/angea/pocorgtfo#0x19




DON T BE FOOLED: SHORTCUTS ARE NECESSARY

INSTANT & REUSABLE COLLISTONS RELY ON ATTACKS AND FILE FORMATS TRICKS.

SOME FORMATS HAVE NO SUTTABLE TRICKS.
-) NO GENERTC COLLISTONS FOR tLF, MACH-0, ILP, TAR, CLASS

TH TRHK WILL BE RE-USABLE WITH FUTURE COLLISTON ATTACKS:
ME TPEG TRTCK WAS RE-USED WITH 3 HASK COLLTSTONS (MDY, MALSHAL, SWAL)






[INSTANT COLLIYIONS

) TANDA
0

—

(OMBINES .,
1 ABUSES TECANICS. .

AMALLZING CONTENT.

OSTING "PARASITE' DATA.

ABUSING PARSERS TOLERANCE

(TS A 6OOD EXERCISE FOR YOUR HACKING SKTLLS,



ALL EXTSTING HASH COLLISTON ATTACKS

O Q
M D [) \\\\ \&\\\%\\ %Q\\$\\ \“\\\%\

- FASTCOLL: A FEW SECONDS. PC HARD 2001 00
- UNTCOLL A FEW MINUTES. e sy 01 200
- [ASHCLASH: A FEW HOURS. CC sy 2000 J00°
AL

- SHATTERED: A FEW THOUSAND YEARS IPC EASY 2013 201
- STEVENSTS: | 00ty A0 |



FASTLOLL

TRE INSTANT (OHISION

(0.3 AT B¢
WE CAN PUT WHATEVER WE WANT [BERORE| AND THE COLLISTON.
WE NEED THE FOLLOWING FROM THE TARGET FILE FORMAT:
- LB, F0r ALLGNMENTS
COLLISTON BLOCKS” NRAMDOWHNESSY 1D TO B TGNORED
P NEED TO BE TAKEN INTO ACCOUNT

@

DATA'NEEDS T0 BE IGNORED

84
17
D2
EE
5A
F2
3D
18

can put whatever we want here,

84
17
D2
EE
5A
F2
3D
18

can put whatever we want here,

07
9B
B5
EF
9C
BF
80
67

07
9B
B5
EF
9C
BF
80
67

61

0]
E4
BF
5C

6
E4
OF

61
70
E4
BF
5C
56
E4
OF

4B
OA
FC
92
12
64
9F
cs8

4B
OA
FC
92
12
64
9F
c8

BA
EO
2F
B5
8E
59
48
3A

BA
EO
2F
B5
8E
59
48
3A

TA
D2
3A
e
DF
F2
91
co

TA
D2
3A
7C
DF
F2
91
co

3D
64
32
29
F2
c8
5E
Al

3D
64
32
29
F2
c8
5E
Al

3A
21
4F
D9
85
8B
34
E7

3A
21
4F
D9
85
8B
34
E7

EA
E2
50
C5
17
c3
06
48

EA
E2
50
C5
17
c3
06
48

8A AA
38 El1
46 01
66 08
5B DD
00 6F
DO 3A
F6 2A

8A AA
38 E1
46 01
66 88
5B DD
00 6F
DO 3A
F6 AA

F8
94
F1
31
67
8B
8B
D2

F8
94
F1
31
67
8B
8B
D2

EE
18

B
5E
25
5F

3
5C

EE
18
CcB
5E
25
5F
83
5C

1D
OA
B

TA
05
88
FB
30

1D
OA
BE
TA
05
88
FB
30

E5
F6
02
1D
78
cé6
EO
co

but identical

E5
F6
02
1D
78
Cé6
EO
co

but identical




INSTANT COMPUTATION 15 NOT ENOUGH,

THE ONLY INSTANT COLLISION COMPUTATION
GENERATES TOO MUCH RANDOMNESS
=) 100 MANY RESTRICTIONS FOR MOST FILE FORMATS,
=) INSTANT COLLTSTON NEEDS MORE THAN INSTANT COMPUTATION.

PLAN SOMETHING RE-USABLE WITH PRE-COMPUTED VALUES.



THE GENERAL STRUCTURE OF FILE FORMATS
MBABERY: /7 e START OF THE FLLE

[T DEFINES THE FILE TYPE, VERSTONS, AND METADATA

I CONIES AFTER. MADE OF SEVERAL SUB-ELEMENTS,

FOOTER FOLLOWS THE BODY.
INDICATES THAT TRE FLLE TS COMPLETE.
ANY DATATS USUALLY TGNORED AFTER.




HOW TO MAKE A REUSABLE COLLISION ATTACK

L PICK A SPECTFIC FILE FORMAT.

J FIND A NORMALLZED FORM OF THE FLLE FORMAT (sAmcJERBERNS TRy CTure):
MOST FLLES CAN BE TURNED TNTO THTS FORM BUT STILL RENDER THE SAME

3 PRE-COMPUTE THE START OF THE FILES TO MATCH THIS FORM.
b USETHE DIFFERENCES TN THE COMPUTED COLLISION

70 HIE THe DrereRen TINRRR0 T £ACH FILES



TAKE TWO FILES

(OF THE SAME FILE TYPE)




LA

(UMM

SAME TMAGES DIMEN
REMOVE §

ASP

(LAL

ON |

LADE

STONS! COLOR

ESOME FEATURES.
FLATTEN CONTENT,




LOMPUTE THE COLLISTON
FOR THLY READER.

PADDING AND RANDOMNESB WITH TINY DIFFERENCES.
THESE DTFFERENCES FOLLOW SOME PATTERNS
THAT WILL BE ABUSED.

MARGIN ERRORS HAVETO BE MITIGATED.




CREATE ASUPER FILE
(OMBINING TWO FILES" DATA

BOTH FILES" BODY AND FOOTER ARE KEPT ORTGINAL
THEHEADER HAS TO BE A COMMON GROUND.




FIND A WAY
10 MAKE THE COLLISTON
WORK WLTR TRE FLLE FORMAT.




FORMATS ARE MADE WITH SPECTFIC STRUCTURES

O— Signature L{ Chunk )LO

FOR EXAMPLE, A PNG TMAGE IS MADE OF:
ASTGNATURE TREN ASEQUENCE OF CRUNKS.




LOMMENT CHUNKS
ABUSE COMMENT CHUNKS AS PLACEHOLDERS FOR FOREIGN DATA

O— Signature —CCommean( Chunk)LO

THELR LENGTH IS DECLARED BEFORE THEIR CONTENT.
-) "TGNORE THE NEXT X BYTES PLEASE”.




A VARTABLE-L

ENGTH COMMENT CHUNK

UVERLAP THE DECLARED LENGTH OF ONE COMMENT
AND ONE OF THE COLLISION DIFFERENCED.

Comment

(O— Signature

Comment N — ——\ <
/ 7

i
D i e — e —— i —



CASE A (SHORT COMMENT) Comment

Comment H <
O— Signature —(Padding ‘ ' O

SINCE [HUNKA DEFINES A COMPLETE FLLE, [HUNKB 15 IGNORED.

Comment H £
O— Signature —@adding) ( Chunkp, O

CHUNK, 15 COMMENTED OUT.



HOW TO PREVENT SUCH EXPLOTTS
10

AT SPECS LEVEL (FOR THE NEXT FORMAT)

CNFORCED FILE STZE / STRUCTURE LENGTH / PARENT LENGTH / CRC
LOMMENTS ONLY ONCE, AFTER ALL CRITTCAL STRU(TUKES.

AT PARSER/SANITIZER LEVEL (STILL IMPLEMENTABLE)

[IMIT COMMENTS: ALPHANUM/UTFE-ONLY. STZE LIMITED.
FORBID APPENDED DATA.
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THEORY CPOCS € SCRIPTS C WORKSHOP &

Give a man a fish and

LFIT'S FREE, OPEN AND A((ESSIBLE you e i fora iy

Teach a man to fish and

IT WI R A[H A OT MOR OP you feed him for a [ifetime.




https://github.com/corkami/collisions

Portable Executable

e Attacks

PORTABLE EXECUTABLE ANGE ALBERTINI g’ Collisions examples

. . FELDS VALUES
[ ] DOSHEADER  «nuic
X I I TS ABIARY - PE Header MD5
PE HEADER ~ wadhine” ouade Cincen 3861
TS A MODERN BINARY h 2 [e utal
i e i B FastColl
° rategies o
;6 seceionlignmant 1
o ST OKP)(ITJQT"AIL‘{'!EAVD”E Flealigment 1 single frame GIF: collision1.gif / collision2.gif
oe. 06 60 40 00 01 60 00 00 01 90 00 80 x oxi6o
oo, : id0
@98: 60 01 00 80 48 01 80 60 o o8 3 fan)

UniColl

e Use cases

140: (88 20 60 60 08 C3

X86 ASSEMBLY EQUIVALENT C CODE

M”\“ EXE CODE mov eax, 42 S— JPG: collision1.jpg / collision2,jpg - tidr-1,
d -retu s

retn

i PDF: collision1.pdf / collision2.pdf
. Fallures ollision’l.p collision2.pd

The Portable Executable has a peculiar structure: PNG:

y / tldr-2.jpg

o the old DOS header is almost useless, and points to the next structure, the PE header. The
T t f' I DOS headers has no other role. DOS headers can be exchanged between executables.

. eS I eS  the DOS header has to be at offset 0, and has a fixed length of a full block. and the pointer
is at the end of the structure, beyond UniColl's reach: so only chosen-prefix collision is
useful to collide PE files this way.

¢ The PE header and what follows defines the whole file.

generic headers (not OS X compatible): collision1.png / collision2.png

o specific headers (same metadata): 0a959025-1.p

25-2.png - aac2423a-1.png / aac24:

JP2: collision1,j

AP4:
So the strategy is: MP4:
1. the PE header can be moved down to leave room for collision blocks after the DOS header. e generic header, 32b length (LTV): collision1.mp4 / collision2.mp4
2. The DOS header can be exploited (via chosen-prefix collisions) to point to two different o generic header, 64b length (TLV): collision!1.mp4 / collisionl2.mp4

offsets, where two different PE headers will be moved.
3. The sections can be put next to each other, after the D0S/Collisions/Header1/Header2
structure. You just need to apply a delta to the offsets of the two section tables.

o specific header: collisions1.mp4 / collisions2.mp4

Strategies:

This means that it's possible to instantly collide any pair of PE executables. Even if they use
or P R Y yp ¥ e Good/bad contents (gotta catch 'em all): gceal.png / gcea2.png
different subsystems or architecture. 2 2 e

o Valid/Invalid: png

1.png / png-invalid.png
While executables collisions is usually trivial via any loader, this kind of exploitation here is
transparent: the code is identical and loaded at the same address. ; .
Multiple UniColl
Examples: tweakPNG.exe (GUI) < fastcoll.exe (CLI) poeMDS5 (not Adobe compatible by accident): poeMD5_A.p

Here is a script to generate instant MDS5 collisions of Windows Executables. 7P 2
: colision..

MY PAGE ABOUT HASH COLLISTONS

polycolls

DOCS, SCRIPTS+PRECOMPUTED COLLISTONS, TEST POCS. .

® PNG / PDF: png

pdf / png




MY (FREE) WORKSHOP ON THE TOPIC

HASHIC @lllSl@
EXELOIT

AWORKSHOP BY

ANGE ALBERTINT

WITH THE HELP OF

MARC STEVENS




*.



Ty [/f/
HASH HASH COLLISTON ””@féj;f%
Uy
A BTG FLIED-STZE VALUE ASSOCTATED TO ANY CONTENT.  CREATING 7 FLES WITH THE SAME HASH "
ONE WAY ONLY: CAN'T FIND CONTENT FROM HASH. — HASH COLLISTON ATTACK:
VERY DIFFERENT WITH TINY CRANGES (ouoe & i
NOW YOU HAVE A &8 AND A NG WITH THE SAME HASH.
USED 10 INDELSTUR SEND S8 T0 YOUR TARGET, GET TT WHITELISTED
L1 TOUR PLCIURES I THE CLOUD. 175 HAGH 1 NOW STORED ON 4 "600D" LI5T).
USED TO CHECK PASSORDS: Now NG CAN BE USED TRANSPARENTLY.
TAKE TNPUT. COMPUTE HASH LTS HASH 15 ALREADY ON THE LIST!

(OMPARE WLTH PREVIOUSLY STORED VALUE 10U COULD EVEN COLLIDE ANY FILE ON THE FLY



HASH COLLISTONS FAQ

COLLISTONS ARE FULL OF RANDOMNESS: TS IMPOSSIBLE TO MATCH A GIVEN HASH,
THE FINAL HASH OF A COLLISTON TS UNKNOWN TN ADVANCE
THE STZES OF THE FILES TO BE COLLIDED HAVE NO INFLUENCE ON THE COMPUTATION.

MDY CAN BE TNSTANT. SHALTS DOABLE BUT EXPENSTVE. MDS+SHALTS NOT MUCH BETTER.

SHA) FAMILY T STILL MUCH STRONGER.
JEEON SHAL > 2 0N MDS+SHAL (CF T0UI0Y



LOLLIDING STANDAR
CAN BE TRIVIALAND 1

) HL

\ 1A

DON'T PLAY WITH FIRE,
DON'T USE MD.

M okAY WITH THe | P ——— —
eveNTS THAT ARe |= (
UNFOLDING 3
CURRENTLY. Z

THATS OKAY,THINGS
ARe GoING TO Be




DY T
2 eryptographip hash
a fo function

.have fun!



MAKO'S “TOY MDY COLLIDER™ FOR THE MEGA DRTVE

https://www.makomk.com/~aidan/selfmd5-release.zip
dd49d7eb47db5c970ccab1746f3233cb272f25d884b53f899ch47460d3aa7f1b

1168: SEGA MEGA DRIVE/GENESTS - 1172 MD)

2964F721
601019

04D9B9CE
AD894BEB
478D436C
D7DOCS

31D8BO6A
879C2ZEOB

2964F721
601019

04D9B9CE
AD894BEB

478D436C
D7DOCS

31D8BO6A
879CZEOB

4CFBOE37

| Fusion 3.64 - Genesis - TOY MD5 COLLIDER
File Video Sound Options Help

SE7078A2

725976C2
25244205
9A 18

378499C2

3 CBAS11FB
F 4BAOAD4 1
49 13

31260B95

DDAS487C

725976C2
25244205

9A 18
378499C2
CBAB811FB
4BAOAD4 1

49 13
DDAS487C

4550524A



1 CHOSEN-PREFTI COLLISTON
15 NOT ENDUGH TO KILL A HASH

THREATS! THEORY...
IPLOTTS POCS! REALTTY!

IMMEDIATE THREAT

THEORETLCAL ATTACKS TO PUT IN PRACTICE

P 74 B
e, VR =
- ‘;:':Il




ULD 1S NOT USELESS

OLDER ATTACKS CAN BE REUSED
WITH NEW TRICKS AND HAVE NEW IMPACT !

NEW TRICKS CAN BE REUSED
WITH SEVERAL ATTACKS.

[INCLUDING FUTURE ONES)




REMEMBER

LTS 0Uf 0B T0 GO OUT THERE,
107500 THE RIKS
AND EDUCATE USERS & DEVS.

KILL MDY, WHEREVER TT MAY HIDE!




THANK 100 KILLMDS

ANY FEEDBACK TS WELCO

SPECLAL THANKS TO ANGE ALBERTIN
DOEGOL, BARBLEAUGLEND, SLURDGE, CRypray, | *" PR
CRYPTOPATHE, NOUTOFF, AGARRL angegcorkon.<on G

http://www.corkami.com \ -




10 GET THE WORKSHOP SLIDES,
TAKE THIS DECK FLLE.

RENAME T AS HTML,
OPEN IHN A BROWSER.

(TS A POLYGLOT)

DROP THE FILE ON TTSEL
GET THE WORKSRO? SLIDE )

(BOTH DECKS HAVE THE SAME MD")

F
[

(K

........ [5) Siantn

@ena ] B- ¢ & D

s

©

4L

9]

2

3

%

INCRAIRERTING
1 e [TTCSTATAS.
[3 AnMDS collision of PDFsand K X 4 .

< C @ File | Ditest/ /Kill320MDS. htmi A

This file is a PDF collision and HTML polyglot that collides itself.

by Ange Albertini and Rafat Hirsz

A polyglot
le is an HTML and a PDF polyglot.

An MDS collision

HASHIGOIISION|
EXPIOIT

ANGE ALBERTINT 0
A THLRLL D ‘(
MARC STEVENS C

6]
&
T?S

‘‘‘‘‘‘

««\ [drop me here so that I can parse myself]
(otherwise I can't access my own contents without an 0-day)

— \

\

[ AnMD5 collision of PDFsand H7 X = 4

< C  ® File | D:/test/Kill%20MD5.html

A polyglot
This file is an HTML and a PDF polyglot.

An MDS collision

= o

X

A :

This file is a PDF collision and HTML polyglot that collides itself.

by Ange Albertini and Rafat Hirsz

It's also a collision of 2

If you don't have the ot

This file is the 'Kill MDJ

This file 1s the 'Kill MD5' talk PDF: | Get the "CollTris’ workshop PDF |

-




